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Anonymous credentials




A critique of identity

ldentity as a proxy to check credentials
Username decides access in Access Control Matri

Sometime It leaks too much information

Real world examples
Tickets allow you to use cinema / train

Bars require customers to be older than 18
But do you want the barman to know your address?



The privacy-invasive way

Usual way:
|dentity provider certifies attributes of asubject.
ldentity consumer checks those attributes
Match credential witHive person(biometric)

Examples:

E-passport: signed attributes, with lightweight access
control.

Attributes: nationality, names, number, pictures, ...

|dentity Cards: sighatures over attributes
Attributes: names, date of birth, picture, address, ...



Anonymous credentials

The players:
Issuer (1) = Identity provider
Prover(P) = subject
Verifier (V) = identity consumer

Properties:

Theproverconvinces the verifier that he holds a credential
with attributes that satisfy somdooleanformula:

3EIi PI A AGAI BP1 A OACABXn ' . $ AEO
Provercannot lie
Verifier cannot infer anything else aside the formula

Anonymity maintained despite collusion of V & |



The big picture

Name=Peqgqgy,
1. age=25,
Issuing protocol: address=Cambridge,

Prover Status=single

gets a certified Issuer Cannot leamn
credential. Passport anythlng
. beyond age
Issuing
Authority

=\ < :>
Srover 2. Verifier
Showing Protocol: Victor
Peggy Provermakes assertions (Bar staff
about some attributes Checking age)

age=25



Two flavours of credentials

Singleshow credential (Brands &haun)
Blind the issuing protocol
Show the credential in clear
Multiple shows are linkablg BAD
Protocols are simpleg

Multi-show Cameniscl& Lysyanskaya
Random oracle free signatures for issuing (CL)

Blinded showing

Provershows that they know a signature over a particular
ciphertext

Cannot link multiple shows of the credential
More complexz no implementations



Technical Outline

Cryptographic preliminaries
The discrete logarithm problem
3 AE | lidéntiiéaton protocol
Unforgeabillity, simulator, FiatShamir Heuristic

Generalization to representation
Showing protocol

Linear relations of attributes

AND-connective
Issuing protocol

Blinded issuing



Discrete logarithms (l) - revision

Assumep a large prime
(>1024 bits 2048 bits)
Detail:p=qr+lwhereqalso large prime
Denote the field of integers modulpasZ,

Example withp=5
Addition works finel+2 =3, 3+3 =1, ...
Multiplication too:2*2 = 4, 2*3 =1, ...
Exponentiation is as expecte# = 4

Chooseg in the multiplicative group o,
Such thatgis a generator
Example: g=2



Discrete logarithms (ll) -revision

Exponentiation is computationally easy:
Givengandx, easy to comput@

But logarithm is computationally hard:
GivengandgX, difficult to findx =log, g"
If pis large it is practically impossible

Related DH problem
Given (gg*, @) difficult to findg*y
Stronger assumption than DL problem




More on Zp

Efficient to find inverses

Given c easy to calculategnod p
(p-1)z ¢ mod p1

Efficient to find roots

Given ¢ easy to findi§mod p
c (1/c) =1 mod {p)
Note the case Npg (RSA security)

No need to be scared of this field.



Schnorr’s Identification protocol

Exemplary of the zerd&knowledge protocols credentials
are based on.

Players
Publicz g a generator oF,,
Proverz knows X (secret key)
Verifierz knows y g* (public key)

Aim: theproverconvinces the verifier that she knows an x
such thatgx=vy
Zero-knowledgez verifier does not learn x!

Why identification?
Given a certificate containing y



Schnorr’s protocol

Public: g, p

Knows: X Knows: yg~
TN ope
P->V: gW: a (witness) ‘%’
Peggy V->P:c (challenge) Victor
(Proven (Verifier)
P->V:CX+W=1T1  (response)
Random: w
Check:
g'=y°a

l

g CX+W — @X)ng



No Schnorr Forgery (intuition)

Assume that PeggyRrovel does not know x?
If, for the same witness, Peggy forges two valid
OAOPI T OAO O Ox1 1 /£ 6E/

N=GgX+Ww
L=GX+ W

Then Peggy must know x
2 equations, 2 unknowns ) z can find x



Zero-knowledge (intuition)

The verifier learns nothing new about Xx.
How do we go about proving this?
Verifier can simulate protocol executions

On his own!
Without any help from PeggyPfrovel)

This means that the transcript gives no
Information about X

How does Victor simulate a transcript?
(Witness, challenge, response)



Simulator

Need to fake a transcripgfh A6 h OO (
Simulator:
Trick: do not follow the protocol order!
&EOOO PEAE OEA AEAI T AT
4EAT DPEAE A OAT ATIT OAO!
Then note that the response must satisfy:
9= @) §*°->g =g/ @)
Solve forge
Proof technique for ZK

but also important in constructions (OR)



Non-interactive proof?

3AE] praga O
Requires interaction between Peggy and Victor

Victor cannot transfer proof to convince Charlie
(In fact we saw he can completely fake a transcript)

Fiat-Shamir Heuristic
(réY EO A AOUDPOI COAPEEA EA
Peggy sets ¢ = gY]

Note that the simulator cannot work any more
gV has to be set first to derive ¢

Signhature scheme
Peggy sets c = ig{', M]



Generalise to DL represenations

TraditionalSchnorr
For fixed g, p and public key rgx
Peggy proves she knows x such that ¢r¢=

General problem
Fix prime p, generators.g...,g,
0 OAl EA AW ESG BC
Peggy proves she knows, x.., Xxsuch that

E 6 Fgge... g



DL represenation — protocol

Public: g, p Knows:
Knows: X, ..., X h = gXig,X2... gX

& oD@

@ | random:w, ‘293’
P‘>V r0<i<|gwi —a (witness)

Peggy Vic_tc_)r

(Provel) V->P:c (challenge) (Verifier)
I =CX+W, P->V: TR (response)
Check:

} b Q) =hca
AGSO AT T OETAMNH GEOALAMDHa] I



DL represenation vs. Schnorr

Public: g, p KNnows:

Knows: X h= g
&
@ | random:w, :zc}z’
P->V: g"¥i = a (witness)
Peggy Victor
(Provey) V->P:c (challenge) (Verifier)
[ =CXtW, P->V:r (response)
Check
g =h‘a

Lets convince ourselves: {  g")= ( 0;7)( g") =hca



Credentials — showing

Relation to DL representation

Credential representation:
Attributes x
Credential h =¢gg,%?... g/, Sig.s e(h)

Credential showing protocol
Peggy gives the credential to Victor

Peggy proves a statement on values x
Xage= 28 ANDx,, = H[Cambridge]
Merely DL rep. proves she knows X



Linear relations of attributes (1)

Remember:
Attributes x ,1 = 1,...,4
Credential h =¢°g,* g3 g%, Sigss,ekh)

Example relation of attributes:
(X + 2% 7 10%= 13) AND Qg 4%;= 5)
Implies: (x= 2%+3) AND (x= 4x+5)
Substitute into h
h = g2%"39,%"> g3 g,4= (4°0,)(01°02° 9 94
Implies: h / (¢9,°) = (4°0,°ds)° 9,*



Linear relations of attributes (2)

Example (continued)
(X + 2% 7 10x%= 13) AND @z 4%; = 5)

Implies: h / (g9,°) = (9°9,°99° 9,
How do we prove that in ZK?

DL representation proof!

EG BgH T i C

0,0 ,3,°0¢ 9.0 4B C
Prove that you knowand X,

Pal N - N\ — N —

OOAE OEF@OEDS B j C




DL rep. — credential show example

KNnows: X, % X3 X4 h = gXig,*2g,X3%, X4
&
i@ random: W, W, :zc}z’
P->V: glﬁ' 1925\’2 b /(\viéess)
Peggy Victor

(Provey) V->P:c (challenge)  (Verifier)
i =CX3+W; P->V: r, I (response)
', =CX,TW,

Check:

(9,0",0"p faE S Q



Check (g,")* (g, ) = (h’)ca

Reminder
h = g*9,%295°9,
Eé B%9H T ¢,6C 5,9¢ 9.0 A C
a=qge1g,82 r =Cxs+w, [, =CX,+W,
Check:
(9,000 f aE® q _
(9,08 (g,0C@>™ = (h / (6°9,°) F 91®: 50 =>
(09,7579, g3%g,) = h

|

X1 X2



A few notes

Showing any relation implies knowing all
attributes.
Can make noanteractive (message m)

A B (frEh T h AdY
Other proofs:

(OR) connectofsimple concept)

(Xage=18 ANDK;,, =H[Cambridge]) ORx{,=15)
(NOT) connector
Inequality &,,e! XA Q § 9A1 60 | EI



Summary of key concepts (1)

Standard tools
Schnorrz ZK proof of knowledge of discrete log.

DL rep.z ZK proof of knowledge of
representation.

Credential showing
representation + certificate
ZK proof of linear relations on attributes (AND)
More reading: (OR), (NOT), Inequality



Issuing credentials

1.
Issuing protocol: @
Prover Cannot learn

gets a certified anything

credential.

Issuer

Prover Verifier

Credential
h =gX1g,%2.... g
Siglssue(h)



Issuing security

Provercannot falsify a credential

Unlinkabllity

Issuer cannot link a showing transcript to an
Instance of issuing

h, Sig.. c(N) have to be unlinkable to issuing
Achieving unlinkability

) OOOAOB OGIERX] E B C

ProverO O A O dXg&%..g%g,2 C



Issuing protocol — gory detalils

Knows: X, % ... X Knows: %, % X

Public: g, p o
Private: Xy, (Vi ---»Y) ¥ &
Public: h,= g9, g,=g"

Rand: - wo I->P: g"°= & witness) Prover
E Rand: a, &, &
| TRNTL:
Issuer P->11 G (challenge) gogﬁo 5 : td)fagl C
o= G(% O X8 +W ->P: I (response)

Check:g™ = (hyh)®a,

Q& L+ad (@ o

Credential:E 6 ®Mhg*C Signature:j /)00
Check A, ( ¢



Issuing protocol — Issuer side

Knows: X, % ... X

Public: g, p

Private: Xy, (Vi ---»Y)

Public:  hy=g©, g,=0"

Rand: w, I->P: gWo= dy (witness)
E P->|: Co (challenge)
Issuer

o= G0 i XBh) +W ->P: lo (response)

ZK knowledge proof of the
representation of hyh = gl gXi = gf*o9 i%¥)

- Just Schnorr!



Issuing protocol — Prover side (1)

Public: g,p,R=g%g=0g"

I->P: gVo= g (witness)

P->I: ¢,

(challenge)

(response)

% @&
Prover
Rand: a,

0~ A3

Check:gr = (hyh)®a,

Schnorr
Verification:

Issuer
knows the
representation

of (hyh)!



Issuing protocol — Prover side (2)

Public: g,p,R=g%g=0g"

I->P: gVo= g (witness)

P—>I:
I->P:

(challenge)

(response)
Unlinkable

% @8
Prover
Rand: a;, a, &
£6 ® EgC o
Aoth  ( r¥thdn)irag] O
Co=Aot &

2) Get gsuch
that...

Check:gr = (hyh)®a,
Q& p+30 (@ o

My Goal




Issuing protocol — Prover side (3)

Public: g,p,R=g°g=g" Knows: %, % X
" @8
I->P: gVo= g (witness)
Prover
Rand: a, a, &

E6 ®d» E¢C

P->|: Co (challenge) B A
->P: I'o (response) Checkge = (hh)®a,

Q&nL+tad (A0

Credential:E 6 2hg*C Signature:j 4 §) ‘06 o
Check: Ay (_ # EhG B




Goal:
A ( f BMhxaY B gflnt=dTh

So ge(hyh)*a, = Ah,E d-Gust be true
Lets follow:

gthoE éjN\ffﬁ_lQaz(hoh)""%‘oé

glo &2 e {hghyoreelg o™ = ga(hgh)a, €

(g°(hgh) ) (B:(hy)*) = (G:(hsi)*) &y e

3 OAO0O0KAOHDAA G

TRUE



Unlinkability

Issuer sees: ¢cr,, h
Such thatg' = (hyh)%a,

6 AOE £E AhQhGO#E 3 Od AG

Relation:
Random:a,, a,, a;
E6G B E¢C
P oAD
Q&np+a,d A0

Even If they collude they cannot link the
credential issuing and showing



Notes on issuer

Authentication between Issuer and Peggy

Need to check that Peggy has the attributes
requested

Issuing protocol should not be run in parallel!
(simple modifications are required)



Full credential protocol

Putting it all together:
Issuer and Peggy run the issuing protocol.

Peggy gets:
Credential: E 6 2Ihg*xC Signature:j /) O 0
Check:A,h ( fEhGERHC
Peggy and Victor run the showing protocol
Victor checks the validity of the credential first

Peggy shows some relation on the attributes
(UsingDkOAD DPOT T £ T 1 EG6(Q



Credential issuing
Proof of knowledge of Ditep & x of issuer
Peggy assists & blinds proof to avoid linking

Further topics
Transferability of credential
Double spending



