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ÁIdentity as a proxy to check credentials

ÁUsername decides access in Access Control Matrix

ÁSometime it leaks too much information

ÁReal world examples

ÁTickets allow you to use cinema / train

ÁBars require customers to be older than 18

ǐBut do you want the barman to know your address?



ÁUsual way:
ÁIdentity provider certifies attributes of a subject.

ÁIdentity consumer checks those attributes

ÁMatch credential with live person(biometric)

ÁExamples:
ÁE-passport: signed attributes, with lightweight access 

control. 
ǐAttributes: nationality, names, number, pictures, ...

ÁIdentity Cards: signatures over attributes
ǐAttributes: names, date of birth, picture, address, ...



ÁThe players:
ÁIssuer (I) = Identity provider
ÁProver(P) = subject
ÁVerifier (V) = identity consumer

ÁProperties:
ÁThe proverconvinces the verifier that he holds a credential 

with attributes that satisfy some booleanformula:
ǐ3ÉÍÐÌÅ ÅØÁÍÐÌÅ ȰÁÇÅЂΧή !.$ ÃÉÔÙЂ#ÁÍÂÒÉÄÇÅȱ

ÁProvercannot lie
ÁVerifier cannot infer anything else aside the formula
ÁAnonymity maintained despite collusion of V & I



Issuer

Prover Verifier

1.
Issuing protocol: 

Prover
gets a certified 

credential.

2.
Showing Protocol:

Provermakes assertions 
about some attributes

Passport 
Issuing 

Authority

Peggy Victor
(Bar staff

Checking age)
age=25

Name=Peggy, 
age=25, 
address=Cambridge,
Status=single

Cannot learn 
anything 

beyond age



ÁSingle-show credential (Brands & Chaum)
ÁBlind the issuing protocol
ÁShow the credential in clear
ÁMultiple shows are linkable ɀBAD
ÁProtocols are simpler ɀGOOD

ÁMulti-show (Camenisch& Lysyanskaya)
ÁRandom oracle free signatures for issuing (CL)
ÁBlinded showing
ǐProvershows that they know a signature over a particular 

ciphertext.

ÁCannot link multiple shows of the credential
ÁMore complex ɀno implementations

We will 
Focus on 
these



ÁCryptographic preliminaries
ÁThe discrete logarithm problem

Á3ÃÈÎÏÒÒȭÓIdentification protocol
ǐUnforgeability, simulator, Fiat-Shamir Heuristic

ǐGeneralization to representation

ÁShowing protocol
ÁLinear relations of attributes

ÁAND-connective
ÁIssuing protocol
ÁBlinded issuing



Á Assume p a large prime 
Á(>1024 bitsɂ2048 bits)
ÁDetail: p = qr+1where qalso large prime
ÁDenote the field of integers modulo pas Zp

Á Example with p=5
ÁAddition works fine: 1+2 = 3, 3+3 = 1, ...
ÁMultiplication too: 2*2 = 4, 2*3 = 1, ...
ÁExponentiation is as expected: 22 = 4

ÁChoose g in the multiplicative group of Zp

ÁSuch that g is a generator 
ÁExample: g=2

0

1

23

4

2

4

3

1



ÁExponentiation is computationally easy:
ÁGiven gand x, easy to compute gx

ÁBut logarithm is computationally hard:
ÁGiven gand gx, difficult to find x = logg gx

ÁIf p is large it is practically impossible

ÁRelated DH problem
ÁGiven (g, gx, gy) difficult to find gxy

ÁStronger assumption than DL problem



ÁEfficient to find inverses
ÁGiven c easy to calculate g-c mod p
ǐ(p-1) ɀc  mod p-1

ÁEfficient to find roots
ÁGiven c easy to find g1/cmod p
ǐc (1/c) = 1 mod (p-1)

ÁNote the case N=pq (RSA security)

ÁNo need to be scared of this field.



Á Exemplary of the zero-knowledge protocols credentials 
are based on.

Á Players
ÁPublic ɀg a generator of Zp

ÁProverɀknows x (secret key)
ÁVerifier ɀknows y = gx (public key)

Á Aim: the proverconvinces the verifier that she knows an x 
such that gx = y
ÁZero-knowledge ɀverifier does not learn x!

ÁWhy identification?
ÁGiven a certificate containing y



Peggy
(Prover)

Victor
(Verifier)

Public: g, p
Knows: x Knows: y=gx

P->V: gw= a (witness)

V->P:c (challenge)

P->V: cx+w= r (response)

Check: 
gr = yca

g cx+w= (gx)cgw

Random: w



ÁAssume that Peggy (Prover) does not know x?

ÁIf, for the same witness, Peggy forges two valid 
ÒÅÓÐÏÎÓÅÓ ÔÏ Ô×Ï ÏÆ 6ÉÃÔÏÒȭÓ ÃÈÁÌÌÅÎÇÅÓ

r1 = c1 x + w

r2 = c2 x + w

ÁThen Peggy must know x

ǐ2 equations, 2 unknowns (x,w) ɀcan find x 



ÁThe verifier learns nothing new about x.
ÁHow do we go about proving this?

ÁVerifier can simulate protocol executions

ǐOn his own!

ǐWithout any help from Peggy (Prover)

ÁThis means that the transcript gives no 
information about x

ÁHow does Victor simulate a transcript?

Á(Witness, challenge, response)



ÁNeed to fake a transcript (gwȭȟ Ãȭȟ ÒȭɊ
ÁSimulator:
ÁTrick: do not follow the protocol order!

Á&ÉÒÓÔ ÐÉÃË ÔÈÅ ÃÈÁÌÌÅÎÇÅ Ãȭ

Á4ÈÅÎ ÐÉÃË Á ÒÁÎÄÏÍ ÒÅÓÐÏÎÓÅ Òȭ
ǐThen note that the response must satisfy:

grȭ = (gx)Ãȭ gwȭ-> gwȭ =grȭ/ (gx)Ãȭ

ÁSolve for gwȭ

ÁProof technique for ZK 
Ábut also important in constructions (OR)



Á3ÃÈÎÏÒÒȭÓprotocol
ÁRequires interaction between Peggy and Victor
ÁVictor cannot transfer proof to convince Charlie
ǐ(In fact we saw he can completely fake a transcript)

ÁFiat-Shamir Heuristic
Á(ɍɇɎ ÉÓ Á ÃÒÙÐÔÏÇÒÁÐÈÉÃ ÈÁÓÈ ÆÕÎÃÔÉÏÎ
ÁPeggy sets c = H[gw]
ÁNote that the simulator cannot work any more
ǐgw has to be set first to derive c

ÁSignature scheme
ÁPeggy sets c = H[gw, M]



ÁTraditional Schnorr

ÁFor fixed g, p and public key h = gx

ÁPeggy proves she knows x such that h = gx

ÁGeneral problem

ÁFix prime p, generators g1, ..., gl

Á0ÕÂÌÉÃ ËÅÙ ÈȭЂÇ1
x1g2

x2 ... gl
xl

ÁPeggy proves she knows x1, ..., xl such that 
ÈȭЂÇ1

x1g2
x2 ... gl

xl



Peggy
(Prover)

Victor
(Verifier)

Public: g, p
Knows: x1, ..., xl 

Knows: 
h = g1

X1g2
X2 ... gl

Xl

P->V: Г0<i<l g
wi = a (witness)

V->P:c (challenge)

P->V: r1, ..., rl (response)

Check: 

ɉГ0<i<l gi
ri) = hca

l random: wi

ri =cxi+wi

,ÅÔȭÓ ÃÏÎÖÉÎÃÅ ÏÕÒÓÅÌÖÅÓȡ ɉГ0<i<l gi
ri)Ђ ɉГ0<i<l gi

xi)cɉГ0<i<l g
wi) = hca



Peggy
(Prover)

Victor
(Verifier)

Public: g, p
Knows: x1, ..., xl 

Knows: 
h = g1

X1g2
X2 ... gl

Xl

P->V: Г0<i<l g
wi = a (witness)

V->P:c (challenge)

P->V: r1, ..., rl (response)

Check: 

ɉГ0<i<l gi
ri) = hca

l random: wi

ri =cxi+wi

Lets convince ourselves: (Г0<i<l gi
ri)= (Г0<i<l gi

xi)c(Г0<i<lg
wi) = hca



ÁRelation to DL representation

ÁCredential representation:
ÁAttributes xi

ÁCredential h =g1
X1g2

X2 ... gl
Xl, SigIssuer(h)

ÁCredential showing protocol
ÁPeggy gives the credential to Victor
ÁPeggy proves a statement on values xi
ǐXage= 28 AND xcity = H[Cambridge]

ÁMerely DL rep. proves she knows xi



ÁRemember:
ÁAttributes xi , i = 1,...,4

ÁCredential h =g1
x1g2

x2 g3
x3 g4

x4, SigIssuer(h)

ÁExample relation of attributes:
Á(x1 + 2x2ɀ10x3 = 13) AND (x2ɀ4x3 = 5)

ÁImplies: (x1 = 2x3+3) AND (x2 = 4x3+5)

ÁSubstitute into h
ǐh = g1

2x3+3g2
4x3+5g3

x3 g4
x4= (g1

3g2
5)(g1

2g2
4g3)

x3 g4
x4

ǐImplies: h / (g1
3g2

5) = (g1
2g2

4g3)
x3 g4

x4



ÁExample (continued)

Á(x1 + 2x2ɀ10x3 = 13) AND (x2ɀ4x3 = 5)

ÁImplies: h / (g1
3g2

5) = (g1
2g2

4g3)
x3 g4

x4

ÁHow do we prove that in ZK?

ÁDL representation proof!

ǐÈȭ Ђ È Ⱦ ɉÇ1
3g2

5)

ǐg1ȭ Ђ Ç1
2g2

4g3 g2ȭ Ђ Ç4

ÁProve that you know x3 and x4
ÓÕÃÈ ÔÈÁÔ Èȭ Ђ ɉÇ1ȭɊ

x3 (g2ȭɊ
x4



Peggy
(Prover)

Victor
(Verifier)

Public: g, p
Knows: x1, x2, x3, x4

Knows: 
h = g1

X1g2
X2g3

X3g4
X4

P->V: g1ȭ
w1g2ȭ

w2  Ђ Áȭ(witness)

V->P:c (challenge)

P->V: r1, r2 (response)

Check: 

(g1ȭɊ
r1 (g2ȭɊ

r2Ђ ɉÈȭɊca

random: w1, w2

r1 =cx3+w1

r2 =cx4+w2



ÁReminder
ǐh = g1

X1g2
X2g3

X3g4
X4

ǐÈȭ Ђ È Ⱦ ɉÇ1
3g2

5) g1ȭ Ђ Ç1
2g2

4g3 g2ȭ Ђ Ç4

ǐa = g1ȭ
w1g2ȭ

w2  r1=cx3+w1 r2 =cx4+w1

ÁCheck:

Á(g1ȭɊ
r1 (g2ȭɊ

r2Ђ ɉÈȭɊca =>  
(g1ȭɊ

(cx3+w1) (g2ȭɊ
(cx4+w1) = (h / (g1

3g2
5))c g1ȭ

w1g2ȭ
w2 =>

(g1
2x3+3g2

4x3+5g3
x3g4

x4) = h 

x1 x2



ÁShowing any relation implies knowing all 
attributes.
ÁCan make non-interactive (message m)

ÁÃ Ђ (ɍÈȟ Íȟ ÁȭɎ

ÁOther proofs:

Á(OR) connector (simple concept)

ǐ(xage=18 AND xcity=H[Cambridge]) OR (xage=15)

Á(NOT) connector

ÁInequality (xageІ ΧήɊ ɉ9ÁÏȭÓ ÍÉÌÌÉÏÎÁÉÒÅ ÐÒÏÔÏÃÏÌɊ



ÁStandard tools

ÁSchnorrɀZK proof of knowledge of discrete log.

ÁDL rep. ɀZK proof of knowledge of 
representation.

ÁCredential showing

Árepresentation + certificate

ÁZK proof of linear relations on attributes (AND)

ÁMore reading: (OR), (NOT), Inequality



Issuer

Prover Verifier

1.
Issuing protocol: 

Prover
gets a certified 

credential.

2.
Showing Protocol:

Provermakes assertions 
about some attributes

Cannot learn 
anything

Credential 
h =g1

X1g2
X2 ... gl

Xl

SigIssuer(h)



ÁProvercannot falsify a credential

ÁUnlinkability
ÁIssuer cannot link a showing transcript to an 

instance of issuing

Áh, Sigissuer(h) have to be unlinkable to issuing

ÁAchieving unlinkability
Á)ÓÓÕÅÒȭÓ ÖÉÅ×ȡ È Ђ Ç1

X1g2
X2 ...gl

Xl

ÁProverÕÓÅÓȡ Èȭ Ђ Ç1
X1g2

X2 ...gl
Xlg0

a1



Public: g, p
Knows: x1, x2, ..., xl Knows: x1, x2, ..., xl

I->P: gw0 = a0 (witness)

P->I: c0 (challenge)

I->P: r0 (response)

Rand: w0

Issuer

Prover

Private: x0, (y1, ..., yl)
Public: h0 = gx0, gi = gyi

Rand: a1, a2, a3

Èȭ Ђ ÈɇÇa1

Ãȭ0Ђ (ɍÈȭȟ Ç
a2(h0h)a3a0]

c0Ђ Ãȭ0 + a3

r0 = c0(x0Ͻ Дi xiyi) +w0

Check: gro = (h0h)c0a0

Òȭ0 = r0 + a2Ͻ Ãȭ0a1

Credential: Èȭ Ђ Ça1Г gi
xi Signature: ɉÃȭ0ȟ Òȭ0)

Check: Ãȭ0Ђ (ɍÈȭȟ Ç
Òȭ0(h0ÈȭɊ

-Ãȭ0]



Public: g, p
Knows: x1, x2, ..., xl Knows: x1, x2, ..., xl

I->P: gw0 = a0 (witness)

P->I: c0 (challenge)

I->P: r0 (response)

Rand: w0

Issuer

Prover

Private: x0, (y1, ..., yl)
Public: h0 = gx0, gi = gyi

Rand: a1, a2, a3

Èȭ Ђ ÈɇÇa1

Ãȭ0Ђ (ɍÈȭȟ Ç
a2(h0h)a3a0]

c0Ђ Ãȭ0 + a3

r0 = c0(x0Ͻ Дi xiyi) +w0

Check: gro = (h0h)c0a0

Òȭ0 = r0 + a2Ͻ Ãȭ0a1
ZK knowledge proof of the 
representation of h0h = gx0Г gi

xi

Non interactive signature: c0 = H[h, a0]

= g(x0Ͻ Дi xiyi) : just Schnorr! 



Public: g, p , h0 = gx0, gi = gyi
Knows: x1, x2, ..., xl

I->P: gw0 = a0 (witness)

P->I: c0 (challenge)

I->P: r0 (response)

Prover

Rand: a1, a2, a3

Èȭ Ђ ÈɇÇa1

Ãȭ0Ђ (ɍÈȭȟ Ç
a2(h0h)a3a0]

c0 = Ãȭ0 +a3

Check: gro = (h0h)c0a0

Òȭ0 = r0 + a2Ͻ Ãȭ0a1

Credential: Èȭ Ђ Ça1Г gi
xi Signature: ɉÃȭ0ȟ Òȭ0)

Check: Ãȭ0Ђ (ɍÈȭȟ Ç
Òȭ0(h0ÈȭɊ

-Ãȭ0]

Schnorr
Verification: 

Issuer 
knows the 

representation 
of (h0h)!



Public: g, p , h0 = gx0, gi = gyi
Knows: x1, x2, ..., xl

I->P: gw0 = a0 (witness)

P->I: c0 (challenge)

I->P: r0 (response)

Prover

Rand: a1, a2, a3

Èȭ Ђ ÈɇÇa1

Ãȭ0Ђ (ɍÈȭȟ Ç
a2(h0h)a3a0]

c0 = Ãȭ0 + a3

Check: gro = (h0h)c0a0

Òȭ0 = r0 + a2Ͻ Ãȭ0a1

Credential: Èȭ Ђ Ça1Г gi
xi Signature: ɉÃȭ0ȟ Òȭ0)

Check: Ãȭ0Ђ (ɍÈȭȟ Ç
Òȭ0(h0ÈȭɊ

-Ãȭ0]

My Goal

Unlinkable

1) Set c0

2) Get r0 such 
that...



Public: g, p , h0 = gx0, gi = gyi
Knows: x1, x2, ..., xl

I->P: gw0 = a0 (witness)

P->I: c0 (challenge)

I->P: r0 (response)

Prover

Rand: a1, a2, a3

Èȭ Ђ ÈɇÇa1

Ãȭ0Ђ (ɍÈȭȟ Ç
a2(h0h)a3a0]

c0Ђ Ãȭ0 + a3

Check: gro = (h0h)c0a0

Òȭ0 = r0 + a2Ͻ Ãȭ0a1

Credential: Èȭ Ђ Ça1Г gi
xi Signature: ɉÃȭ0ȟ Òȭ0)

Check: Ãȭ0Ђ (ɍÈȭȟ Ç
Òȭ0(h0ÈȭɊ

-Ãȭ0]

?



ÁGoal:

ÁÃȭ0 = (ɍÈȭȟ ga2(h0h)a3a0Ɏ Ђ (ɍÈȭȟ gÒȭ0(h0ÈȭɊ
-Ãȭ0]

ǐSo ga2(h0h)a3a0 = gÒȭ0(h0ÈȭɊ
-Ãȭ0 must be true

ÁLets follow:

ǐgÒȭ0(h0ÈȭɊ
-Ãȭ0 = ga2(h0h)a3a0 ė

ǐg(r0 + a2Ͻ Ãȭ0a1) (h0h)-(c0+a3)g-c0a1 = ga2(h0h)a3 a0ė

ǐ(gr0(h0h)-c0) (ga
2(h0h)a3 ) = (ga2(h0h)a3 ) a0ė

3ÕÂÓÔÉÔÕÔÅ Òȭ0ÁÎÄ Ãȭ0

TRUE



ÁIssuer sees: co, r0, h
ÁSuch that gro = (h0h)c0a0

Á6ÅÒÉÆÉÅÒ ÓÅÅÓȡ Ãȭ0ȟ Òȭ0ȟ Èȭ

ÁRelation:
ÁRandom: a1, a2, a3
ǐÈȭ Ђ ÈɇÇa1

ǐc0Ђ Ãȭ0 + a3

ǐÒȭ0 = r0 + a2Ͻ Ãȭ0a1

ÁEven if they collude they cannot link the 
credential issuing and showing



ÁAuthentication between Issuer and Peggy

ÁNeed to check that Peggy has the attributes 
requested

ÁIssuing protocol should not be run in parallel!

Á(simple modifications are required)



ÁPutting it all together:

ÁIssuer and Peggy run the issuing protocol.

ǐPeggy gets: 

ÁPeggy and Victor run the showing protocol

ǐVictor checks the validity of the credential first

ǐPeggy shows some relation on the attributes
ǐ(Using DL-ÒÅÐ ÐÒÏÏÆ ÏÎ ÈȭɊ

Credential: Èȭ Ђ Ça1Г gi
xi Signature: ɉÃȭ0ȟ Òȭ0)

Check: Ãȭ0Ђ (ɍÈȭȟ Ç
Òȭ0(h0ÈȭɊ

-Ãȭ0]



ÁCredential issuing

ÁProof of knowledge of DL-rep & x0 of issuer

ÁPeggy assists & blinds proof to avoid linking

ÁFurther topics

ÁTransferability of credential

ÁDouble spending


