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Outline

Å1. Cryptology: concepts and algorithms

ïsymmetric algorithms for confidentiality

ïsymmetric algorithms for data authentication

ïpublic-key cryptology

Å2. Cryptology: protocols

ïidentification/entity authentication

ïkey establishment

Å3. Public-Key Infrastructure principles



Outline (2)

Å4. Networking protocols

ïemail, web, IPsec, SSL/TLS

Å5. New developments in cryptology

Å6. How to use cryptography well

Å7. Hash functions



Definitions

confidentiality

authentication

data entities

encryption

data authentication

anonymity

identification

Non-repudiation of origin, receipt

Notarisation and Timestamping

Contract signing

Authorisation

Confidentiality

Integrity

Availability
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Cryptology: basic principles
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Symmetric cryptology: 

confidentiality

Åold cipher systems: 

ïtransposition, substitution, rotor machines

Åthe opponent and her power

Åthe Vernam scheme

ÅDES and triple-DES

ÅAES

ÅRC4



Old cipher systems (pre 1900)

ÅCaesar cipher: shift letters over k positions in 

the alphabet (k is the secret key)

THIS IS THE CAESAR CIPHER

WKLV LV WKH FDHVDU FLSKHU

ÅJulius Caesar never changed his key (k=3). 
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Cryptanalysis example:

TIPGK RERCP JZJZJ WLE

UJQHL SFSDQ KAKAK XMF

VKRIM TGTER LBLBL YNG

WLSJN UHUFS MCMCM ZOH

XDTKO VOVGT NDNDN API

YNULP WKWHU OEOEO BQJ

ZOVMQ XKXIV PFPFP CRK

APWNR YLYJW QGQGQ DSL

BQXOS ZMXKX RHRHR ETM

CRYPT ANALY SISIS FUN

DSZQU BOBMZ TJTJT GVO

ETARV CPCNA UKUKU HWP

FUBSW DQDOB VLVLV IXQ

GVCTX EREPC WMWMW JYR

HWDUY FSFQD XNXNX KZS

IXEVZ GTGRE YOYOY LAT

JYFWA HUHSF ZPZPZ MBU

KZGXB IVITG AQAQA NCV

LAHYC JWJUH BRBRB ODW

MBIZD KXKVI CSCSC PEX

NCJAE LYLWJ DTDTD QFY

ODKBF MZMXK EUEUE RGZ

PELCG NANYL FVFVF SHA

QFMDH OBOZM GWGWG TIB

RGNEI PCPAN HXHXH UJC

SHOFJ QDQBO IYIYI VKD

Plaintext? k = 17 8



Old cipher systems (pre 1900) (2)

ÅSubstitutions

ïABCDEFGHIJKLMNOPQRSTUVWXYZ

ïMZNJSOAXFQGYKHLUCTDVWBIPER

ÅTranspositions

TRANS

POSIT

IONS

ORI S 

NOTIT

OSANP

! Easy to 

break using 

statistical 

techniques
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Security

Åthere are n! different substitutions on an alphabet 

with n letters

Åthere are n! different transpositions of n letters

Ån=26: n!=403291461126605635584000000 = 4 . 1026 keys

Åtrying all possibilities at 1 nanosecond per key 
requires....

4.1026 /(109 . 105 . 4 102) = 1010 years

keys per 

second
seconds

per day 

days per  

year
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Letter distributions
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Assumptions on Eve (the opponent)

ÅA scheme is broken if Eve can deduce the key 

or obtain additional plaintext

ÅEve can always try all keystill ñmeaningfulò 

plaintext appears: a brute force attack

ïsolution: large key space

ÅEve will try to find shortcut attacks(faster 

than brute force)

ïhistory shows that designers are too optimistic 

about the security of their cryptosystems
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Assumptions on Eve (the opponent)

ÅCryptology = cryptography + cryptanalysis

ÅEve knows the algorithm, except for the key 

(Kerckhoffsôs principle)

Åincreasing capability of Eve: 
ïknows some information about the plaintext (e.g., in 

English)

ïknows part of the plaintext

ïcan choose (part of) the plaintext and look at the ciphertext

ïcan choose (part of) the ciphertext and look at the plaintext
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New assumptions on Eve

ÅEve may have access to side channels

ïtiming attacks

ïsimple power analysis

ïdifferential power analysis

ïacoustic attacks

ïelectromagnetic interference

ÅEve may launch (semi-)invasive attacks

ïdifferential fault analysis

ïprobing of memory or bus
14



Side channel analysis
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Timing attacks and power analysis
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Side channel analysis: EMA
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Cryptology + side channels
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Mechanical: Hagelin C38
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