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Agenda

Java EE introduction

Web module security

EJB module security

Runtime configuration

Other security aspects

Spring Security

JBoss SEAM Security
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Java EE introduction

The Java Enterprise platform

Security concepts

Packaging & deployment
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Java EE Platform Overview

The Java EE platform is essentially a distributed application server environment in Java, it provides:

A multitier (n-tier) distributed application model: 

User interface 

Handles all user interaction with the application

Presentation logic:

Defines what the user interface displays

Defines how the requests are handled

Business logic:

Implements the business rules of the application

Infrastructure services 

e.g. Transaction support, messaging communication

Data layer

This presentation focuses on the security aspect in the different Java EE layers

Browser
firewall

Presentation 

Logic

Business Logic

Application Client

Infrastructure Services

Data Layer
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Java EE Platform Overview

4 step deployment process

1 - development of component

2 - components are grouped into modules

3 - modules are grouped into applications

4 - applications are deployed

Java EE application

web module

EJB module

EJB module

Deployer

Application Server

infrastructure services

Developer
components modules

1 2
3

4
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Web module security

Authentication

Authorization

Declarative vs. programmatic security

Principal delegation
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Terminology

Authentication = asserting that a user is who he/she claims to be.

User can be

Physical user

Services

External systems

A principal is an entity that can be authenticated by an authentication protocol

Identiýed using a principal name and authenticated using authentication data

Has one or more roles in an application

Is authorized to perform certain actions based on a role

A credential contains or references information (security attributes) used to authenticate a principal for 

Java EE product services

Acquired upon authentication, or from another principal that allows its credential to be used (delegation) 
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Declarative vs. programmatic security control

Declarative security control: 

Allows deployer to specify security policy through deployment descriptor

No need to change application's code

Container enforces these security constraints when the application is executed

Programmatic security control:

Applications can enforce security constraints at code level
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Authentication - overview

Authentication

request protected resource

request protected resource 

(include credentials)

HTTP/1.1 200 OK

...

Browser Server

send authentication challenge
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Authentication - declarative security

Authentication mechanism must be specified in deployment descriptor

Choice between

BASIC

DIGEST

FORM

CLIENT-CERT
<login - config>

<auth - method> FORM</auth - method>

<realm - name>Secured Area </realm - name>

<form - login - config>

<form - login - page> /authenticationForm.jsp </form - login - page>

<form - error - page> /authenticationError.jsp </form - error - page>

</form - login - config>

</login - config>

Authentication mechanism

Descriptive name

Page with user name/password field Page in case of login failure
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Authentication - security providers

Server must be configured appropriately to handle authentication requests

User repository can exist in several forms

database

LDAP repository

simple file

...

?
Security provider

...

Web container

Authentication request

Credentials
Web module
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Authorization - declarative security

Determines what roles are required 

<security - constraint>

<web- resource - collection>

<web- resource - name>AllPages </web - resource - name>

<url - pattern> /* </url - pattern>

<http - method> GET</http - method>

<http - method> POST</http - method>

</web - resource - collection>

<auth - constraint>

<role - name>admin </role - name>

</auth - constraint>

<user - data - constraint>

<transport - guarantee> CONFIDENTIAL</transport - guarantee>

</user - data - constraint>

</security - constraint>

Who ?

What ?

How ?
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Authorization - declarative

<web- resource - collection>

<web- resource - name>AllPages </web - resource - name>

<url - pattern> /* </url - pattern>

<http - method> GET</http - method>

<http - method> POST</http - method>

</web - resource - collection>

This security constraint involves all pages (/*) 

which are accessed by either a GET or a 

POST request.

<auth - constraint>

<role - name>admin </role - name>

</auth - constraint>

The user needs the ñadminò role in order to 

access the resources covered by this security 

constraint.

<user - data - constraint>

<transport - guarantee> CONFIDENTIAL</transport - guarantee>      

</user - data - constraint>

The protected resources need to be accessed 

in a confidential manner (HTTPS)
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