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Today's Evolutionary Mysteries

I. Promiscuous Parameters |[ll. Licentious Listeners
I register_globals I gets(), operator >>
I Struts 2, Spring MVC I readLine ()

Il. Wanton Web Data I\VV. Deleterious Delvers
I Cross-Site Scripting | addslashes ()
I JavaScript Hijacking I <c:out />

.NET Validation Framework

V. Learning from past mistakes: A look at the future of web security
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, Promiscuous Parameters:
% When a platform or framework
makes it too easy to access
HTTP request parameters, it
blurs the line between trusted
~and untrusted data and can

L. leave itself open to attack
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PGP register _globals

A Injects request parameters as global variables

A Most infamous "feature” that led to PHP's bad security mojo
A"The" input paradigm until PHP 4.2.0

A Deprecated in PHP 5.3.0; Removed in 6.0.0
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Example: register_globals

A Attackers can override existing server-side variables

<?php
/[ $authorized = true for authenticated users
If (authenticated user 0){

$authorized = true;

}

/[ GET auth.php?authorized =1

if ($authorized ){

Include  "/highly/sensitive/ data.php "
}

?>
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Fast Forward to 2008

A Struts 2

I Introduces flexible POJO
beans and actions

I Automatically maps request
parameters to POJO fields

A Spring MVC

I Provides similarly "friendly"
functionality for mapping
request parameters in to
command beans
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Example: Struts 2 Action

public String execute() throws Exception {

if ( isInvalid( username )) return INPUT,

if ( isInvalid( password )) return INPUT,
authenticated = true;
return SUCCESS;

}

private String username;

private String password,

private  boolean authenticated,;

public String getUsername () {
return username;

}

public void setUsername(String username) {
this.username = username;

}
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Promiscuous Parameters

A Antipattern: Blurring trust boundaries and accepting input quietly
A Same old "convenience" over "security" tradeoff
A Old or new, this mysterious vulnerability

I Blurs the line between trusted and untrusted

I Makes input validation hard to apply consistently

I Handicaps automated approaches to verifying security

A Represents a regression
I Globally for Java
I Specifically for Struts (from 1 to 2)

A Disappointingd frameworks should improve security, not hinder it
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WANTON WEB DATA



Wanton Web Data: Nothing good comes from mixing code and data;
the two mixing is at the root of many serious security vulnerabilities and
yet we insist on repeating the mistakes of our past again and again

The Dark Side of Ajax
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Example: Buffer Overflow

void trouble() {
Int a=32; [integer*/
char line[128]; /*character array*/
gets(ine ); [*read a line from stdin  */

}

13
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Buffer Overflow Stack Diagram
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Example: Cross-Site Scripting

<cif Foundations of

test="${ param.sayHello }"> Ajax

Hello ${ param.name }!

</ cif >

Ryan Asleson and Nathaniel T. Schutta

Apress®

NWe never I ntended the code that
actually be production-r eady code. O

- Ryan Asleson
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Reliving Past Mistakes

A Cross-site scripting looks more and more like buffer overflow

Buffer Overflow Cross-Site Scripting

A Allows arbitrary code execution A Allows arbitrary code execution
A Easy mistake to make in C/C++ A Easy mistake to make

A Exploit is hard to write A Exploit is easy to write

AWell known for decades AWell known for a decade
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What About Ajax?

ATodayds r age securitytisagter? r o wo S
A Could more JavaScript possibly be better?

A Sample of the almost 400 JavaScript CVE entries:

CVE-2007-1794. The Javascript engine in Mozillal.7ande ar | i er €
allow remote attackers to execute arbitrary code.
CVE-1999-0793: Internet Explorer allows remote attackers to read files
by redirecting data to a Javascript applet.
CVE-1999-0790: A remote attacker can read from a Netscape user's
cache via JS
CVE-1999-0347: Internet Explorer 4.01 allows remote attackers to read

local files and spoof web pages via a "%01" character
in an "about:" Javascript URL, which causes Internet
Explorer to use the domain specified
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Cross-Site Request Forgery (CSRF)

A Cross-Site Request Forgery
I JavaScript submits HTTP requests on victim's behalf

I Allows attacker to submit commands, but not inspect the response
(Same Origin Policy)

A Application is vulnerable if it:

iRelies on usero6s i dentity
(e.g. persistent or session cookies)

I Does not have secondary authentication mechanism

A Attack against data integrity
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Ala -The Case of the Vani sh

A JavaScript/JSON is gradually replacing XML in Ajax applications

<book>
<title>JavaScript, the Definitive Guide</title>
<publisher>O'Relilly</publisher>
XML <author>David Flanagan</author>

<cover src ="/images/ cover_defguide.jpg ">
<blurb> elit .</blurb>

</book>

{ "book": {
" title™:"JavaScript , the Definitive Guide",

" publisher":"O'Reilly

JSON " author":"David Flanagan",
"cover":"limages/ cover_defguide.jpg
"bl urb": 0el it

}
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New: JavaScript Hijacking - 1/2

A Builds on CSRF
A Breaks confidentiality through loophole in Single Origin Policy
AVulnerable if:

I Site responds to HTTP GET

I Transmits sensitive data in JavaScript syntax
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New: JavaScript Hijacking - 2/2

Ajax
Application

Malicious Server 1) fishow me d a/SE%I '
e /_\ T/'a_l page / :
2) Acheck this o u{i/vslt@ess code } JavaScript

\/ rlpt sfc=A...0>

3) confidential data Browser
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Confusion over JavaScript Hijacking

A A system administration problem
A Not unique i just a way to parse results of CSRF
ANotinterestingi j ust @AVi ew Sourceo

A JavaScript Hijacking can be prevented by:
I Defaulting to HTTP POST
I Using parseJSON() instead of eval()
I Using object notation {} rather than array notation []

iChecking for nappl Hyati on/ jsono
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How 12 Popular Frameworks Stacked Up

Prevents
Framework Summary JavaScript
Hijacking?
Prototvoe Supports JSON. Defaults to POST when no method is specified, but is easily NoO
yp customizable for using either POST or GET.
Script.aculo.us Support_s JSON. Provides additional Ul controls and usd3rtietype library for NoO
generating requests.
Dojo Supports JSON. Defaults to POST, but does not explicitly prevent JavaScript Hijagking.  No
DWR 1.1.4 Uses an expanded version of JSON. Does not implement any JavaScript Hijacking NoO
prevention mechanisms.
Moo.fx Supports JSON. Defaults to POST, but can easily be configured to use GET. No
jQuery Supports JSON. Defaults to GET. No
Yahoo! Ul Supports JSON. Responds to GET requests. No
Rico Does not currently support JSON, but will in the future. Supports XML as a data N/A
transfer format. Defaults to GET.
Microsoft Atlas Supports JSON. Uses POS_T by default, but allows programmers to easily change|l POST NoO
to GET and encourages doing so for performance and caching.
MochiKit Supports JSON. Defaults to GET. No
Xajax Does not currently support JSON. Supports XML as a data transfer format. N/A
Supports JSON. Uses POST by default; however, documentation describes how tp make
GWT : . : e No
GET requests instead and does not mention any security ramifications.
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Defenses Against JavaScript Hijacking

A Prevent CSRF
I Decline malicious requests by requiring unique token
€ and remember

I Default to POST not enough
(Developers add GET so that result can be cached)

I Check for a known HTTP header not enough
(Flash CSRF vulnerability)

A Prevent execution of JavaScript
I while(1); ,/*...%* , etc
é and remember

I calling parseJSON () rather than eval () does not help
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Wanton Web Data

A Antipattern: Mixing code and data fluidly
A Mixing code and data is never a good idea

A Old or new, this mysterious vulnerability

I Makes it hard for programmers to code securely because the
convention is based on insecure practices

A Represents a regression

I XML Is designed to represent and transport data

A Disappointingd frameworks should improve security, not hinder it

25
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LICENSTIOUS LISTENERS



Licentious Listeners:

Programs must accept input,
but if they accept too much it
can squander resources and
bring the system to its knees



