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About myself

ÈPost-doc researcher of the DistriNet
Research Group

üUnder supervision of prof. Frank Piessens and 
prof. Wouter Joosen

ÈMember of the DistriNet Capture-The-Flag 
security team

üThe CTF team participates in security contests 
between universities

ÈActive participation in OWASP:

üBoard member of the OWASP Belgium chapter

üCo-organizer of the academic track on OWASP 
AppSec Eurpope Conference
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OWASP

ÈOpen Web Application Security Project

üfree and open community 

üfocus on improving the security of application 
software 

ÈMany interesting projects

üTools: WebGoat, WebScarab, AntiSamy, 
Pantera, é

üDocumentation: Top 10, CLASP, Testing guide, 
Code review, é

È143 local chapters worldwide

http://www.owasp.org
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Overview

ÈXSS/CSRF

ÈSame Origin Policy

ÈImpact of CSRF

ÈCountermeasures
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Overview

ÈXSS/CSRF

ÉCross-Site Scripting (XSS)

ÉCross-Site Request Forgery (XSRF)

ÉImplicit authentication

ÈSame Origin Policy

ÈImpact of CSRF

ÈCountermeasures
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Cross-Site Scripting (XSS)

ÈMany synonyms: Script injection, Code 
injection, Cross-Site Scripting (XSS), é

ÈVulnerability description:

ÉInjection of HTML and client-side scripts into the 

server output, viewed by a client

ÈPossible impact:

ÉExecute arbitrary scripts in the victimôs browser
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Simple XSS example


