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Pop quiz
A What do wireless devices, cell phones, PDAs,
browsers, operating systems, servers, routers,
personal computers, public key infrastructure
systems, and firewalls have in common?
<krs Software
S5 \ ”~

TROUBLE KNOWS

badness-ometer
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Cigital

A Founded in 1992 to provide software security and software
guality professional services

A Recognized experts in software security and software guality
A Widely published in books, white papers, and articles
A Industry thought leaders
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Patches are attack maps

Intrusions

Disclosure Patch Scripting
Released

Time
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A Most security people are
operations people
A Network administrators

A Firewall rules
manipulators

A COTS products
glommers

A These people need
training

Security means different
things to different people

R

Builders versus operators

A Most builders are not
security people

~

A Software development
remains a black art

A How well are we doing
teaching students to
engineer code?

A Emergent properties like
security are hard for
builders to grok

These people need
academic education

>
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Attaining software security gets harder

The Trinity of Trouble

A Connectivity

The Internet is everywhere
and most software is on it

A Complexity
Networked, distributed,
mobile code is hard

A Extensibility
Systems evolve in

unexpected ways and are
changed on the fly
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Who is the bad guy?

A Hackers
AAdFull discl os

AnNnScript kiddiesj

A Cyber criminals ‘ |
A : Gov. Chnstie Whitman o) and il
A Lone guns or organized e i R

writer David L. Smith (right).

A Malicious insiders
A Compiler wielders

A Business competition

A Police, press, terrorists, intelligence agencies

Abova: Deputy Attorney General




1995

A Dan Farmer fired from
Silicon Graphics for
releasing SATAN with
Wietse Venema

FUD: possible attack tool!

>

2009

A Any system administrator
not using a port scanner to
check security posture runs
the risk of being fired

History is quirky

Fall 2004

A John Aycock at University of
Calgary publicly criticized
for malware course

FUD: possible bad guy
factory

>

Should we talk about
attacking systems?

EXPLOITIN
SOFTWARE
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