Hands-on Security Tools
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Caveats and Warnings

. This isnota sales pitch for any product(s)
I If you want to talk to a sales personjptell me
I Otherwise, you will NOT get calls or spam

. Youarenotaut hori zed "t 0 i
systems other than your own

iIlf you do, then donot
il donodot know you

Copyright© 2009 KRvW Associates, LLC



Prerequisites

Computer (shared or solo)
I Windows, OS X, Linux
I Local admin access

Virtual machine environment (Vmware,
Parallels, Virtual Box)

JDK (newer Is better)

Development environment (for source analysis
tool)

I C or Java

I Make, Ant, Eclipse (3 or 2), Visual Studio, Rational,
Websphere
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ODbjectives and Intros

Weoll | ook &lbw sever al
tools described in my
security toolsclass

ldea Is to give

I Describe each tool
I Demo (where

everyone a glimpse Zjofoieelelisy

of several tools I Class tries tool'with

i NOT to turn anyone specific objectives
Into an expert on any I Discuss results and
tool applicability

Safe, salefree env
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Secondary Goals

. Learn

. Experiment with the tools
. Judge for yourself

. Have fun
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Setup environment

. Weol | use a combi nat
I Live CDs
. OWASP, Network Security Toolkit (NST) 1.8
I Desktop installations

., For live CDs, virtual machine is highly
recommended

I Copy CD image ISO into your VM folder

I Set up separate Linux VMs for each

" Recommend fnAno hard dr il VE
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Infosec tools

Categories include
I Network port scanners
I Vulnerability scanners
I Application scanners
I Web application proxies
I Network sniffers

(For a great list, see http://sectools.org/)

Copyright© 2009 KRvW Associates, LLC



Software security tools

Categories include
| Static code analysis tools

| Testing tools
- Fuzzers
_ Interposition tools
~ System monitors
- Process analyzers
_ Etc.
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Network and vul scanners

Usage: determine open and potentially
vulnerable network services

IMal nstay of npenetr at.
I Useful for verifying deployment environment
I Validating orrgoing maintenance
I Rarely directly valuable to developers
Examples
| , : , 1ISS, Core Impact;
Retina
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NMAP

Http://nmap.org

. Open source and free

. Avalilable on numerous OSes

. Command line and GUI
Unixcommand | ne f ol
I nmap-h lists options
I Numerous !

k s
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Http://nmap.org

NS

http://nessus.org

Free, but not open source

i Parent company isttp://www.tenablesecU
I Commercial

Supports several OSes

I Linux (RH, Suse, Debian, but not Ubuntu)
I Windows, OS X, Solaris, FreeBSD

Client/server model (but 3.0 can now run wit
server)
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http://nessus.org
http://www.tenablesecurity.com

Metasploit

. http://metasploit.org

. WARNING!!

. Open source exploit/payload tool
. Extensible with exploits written in Ruby
. Runs on most OSes

. CLI, menu, GUI, and WUI frorénds
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http://metasploit.org

Web application testing

. First, the manual approach
ITA | ot of times, there:¢
I Kind of like a singlestepping debugger
esting proxies are useful
I Man-in-themiddle between browser and app
. Examples
| . Paros Proxy
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The t ool s weoOl

. OWASRP tools (freely available)

I Your web browser (IE or Firefox preferred)

I -- a simple web application
containing numerous flaws and exercises to
exploit them

- Runs on (included) Apache Tomcat J2EE server
I =- a web application testing proxy
. Instructor demo
. Class installation of both tools
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WebGoat

<2 How to work with WebGoat - Microsoft Internet Explorer @
File Edit View Favorites

Search Favorites {04

£] http:{floca ymenu=5

Logou Q

Solution Yideos Restart this Lesson

How To Work With WebGoat

e to a short intro a o 4
ou will learn how to i and additional tools for the lessons.

Environment Information

bGoat uses the Apache Tomcat er, It is configured to run on localhost although

can be easily changed, This configuration is for single user, additional users can be added in
the torncat-users.xml file. If you want to use WebGoat in a laboratory or in class you might
need to change this setup. Please refer to the Tomcat Configuration in the Introduction
section.

The WehGoat Interface

OWASP WebGoat V5.2

%J Local intranet
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Setting up WebGoat

Run WebGoat on TCP port 8080
I From WebGoat folder (GUI or command line)

~ Windows:
- OS X or Linux:
I (Will need to first)
- Verify In
browser
At this point, WebGoat IS I

testing proxy to perform some attacks
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WebScarab

E
File Wiew Tools Help

Summary | Intercept

Intercept requests ; v Case Sensitive Regular Expressions ?
Methods Include Paths matching :

*

GET :
POST Exclude paths matching :

HEAD

PUT
DELETE
TRACE
PROPFIND
OPTIONS

Intercept responses :
Only MIME-Types matching :

Used 18.51 of 63.56MB
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Next, set up WebScarab

. Run WebScarab

I Default listener runs on TCP port 8008

I Ensure listener is running within WebScarab
., Configure proxy

I Setweb browser proxpoint to TCP port'8008
on 127.0.0.1 (localhost)

I Include proxy for localhost
I Connect once again to
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Troubleshooting

Scarab not running
I Listener turned off or on wrong port
Browser proxy not configured or misconfigtred

I IE behaves differently than Firefox
I E 7 often fimi sbehavesao

I Make sure proxy is set for localhost and 127.0:0.1

I Try using 127.0.0. 1. (no
I Turnoffanttp hi shi ng or nsafe DI
I Ensure JavaScript is running

I Try Firefox if you are an |IE user, and vice versa
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WebGoat tips

. Report card shows overall progress
. Donot be afraidyto u
I Show cookies and parameters can also help
I Show java also helpful
INone of these are “typl
. Learn how to use it
. Fabulous learning tool
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Familiarizing Goat and Scarab

WebGoat . WebScarab

i Do AWeb Basi ¢ $upnonintercepts
exercise . Requests

i Try Hints and other . Responses
buttons I Explore and

i Look at report card experiment

. Parsed vs. raw view
I Try editing a request

- Modify parameters

. Add/omit parameters
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Cross siIte sc

Can occur whenevera = \Where can it happen?
user can enter dataintoa ~ i ANy data aput

web app

I Consider all the ways a
user can get data to the _ Two forms of XSS

app )
When data is represented I Stored XSS

in browser, qdedReflected¥SSn. b e
dangerous

I Consider this user input
. P ~ Two WebGoat

deri(document ook exercises to see for
i yourself
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Stored XSS

Attacker inputs script | Victim accidentally

data on web app views data

I For ums |, n Co n 1 &ortum message;user
Us 0O pages ar e prpfileidasdase field
examples . Can be years later

I All data input must i Malicious payload
be considered lies patiently in wait

I Victim can be
anywhere
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Stored XSS exercise

Copyright© 2008 KRvW Associates, LLC



