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Caveats and Warnings

¸This is nota sales pitch for any product(s)

ïIf you want to talk to a sales person, tell me

ïOtherwise, you will NOT get calls or spam

¸You are notauthorized to ñtestò any 
systems other than your own

ïIf you do, then donôt call me from prison

ïI donôt know you
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Prerequisites

¸Computer (shared or solo)

ïWindows, OS X, Linux

ïLocal admin access

¸ Virtual machine environment (Vmware, 
Parallels, Virtual Box)

¸ JDK (newer is better)

¸Development environment (for source analysis 
tool)

ïC or Java

ïMake, Ant, Eclipse (3 or 2), Visual Studio, Rational, 
Websphere
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Objectives and Intros

¸Weôll look at several 
tools described in my 
security toolsclass

¸ Idea is to give 
everyone a glimpse 
of several tools

ïNOT to turn anyone 
into an expert on any 
tool

¸ Safe, sales-free env

¸ Flow

ïDescribe each tool

ïDemo (where 

applicable)

ïClass tries tool with 

specific objectives

ïDiscuss results and 

applicability
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Secondary Goals

¸Learn

¸Experiment with the tools

¸Judge for yourself

¸Have fun
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Setup environment

¸Weôll use a combination of stuff

ïLive CDs

¸OWASP, Network Security Toolkit (NST) 1.8

ïDesktop installations

¸For live CDs, virtual machine is highly 
recommended

ïCopy CD image ISO into your VM folder

ïSet up separate Linux VMs for each

¸Recommend ñno hard driveò options
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Infosec tools

Categories include

ïNetwork port scanners

ïVulnerability scanners

ïApplication scanners

ïWeb application proxies

ïNetwork sniffers

(For a great list, see http://sectools.org/)
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Software security tools

Categories include

ïStatic code analysis tools

ïTesting tools

¸Fuzzers

¸ Interposition tools

¸System monitors

¸Process analyzers

¸Etc.
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Network and vul scanners

Usage: determine open and potentially 
vulnerable network services

ïMainstay of ñpenetration testersò

ïUseful for verifying deployment environment

ïValidating on-going maintenance

ïRarely directly valuable to developers

Examples

ïNmap, nessus, Metasploit, ISS, Core Impact, 
Retina
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NMAP

¸Http://nmap.org

¸Open source and free

¸Available on numerous OSes

¸Command line and GUI

¸Unix command-line folks will love thisé

ïnmap -h lists options

ïNumerous !

Http://nmap.org
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Nessus

¸ http://nessus.org

¸ Free, but not open source

ïParent company is http://www.tenablesecurity.com

ïCommercial

¸ Supports several OSes

ïLinux (RH, Suse, Debian, but not Ubuntu)

ïWindows, OS X, Solaris, FreeBSD

¸Client/server model (but 3.0 can now run without 
server)

http://nessus.org
http://www.tenablesecurity.com
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Metasploit

¸ http://metasploit.org

¸WARNING!!!

¸Open source exploit/payload tool

¸ Extensible with exploits written in Ruby

¸Runs on most OSes

¸CLI, menu, GUI, and WUI front-ends

http://metasploit.org


Web application testing

¸First, the manual approach

ïA lot of times, thereôs no substitute for this

ïKind of like a single-stepping debugger

¸Testing proxies are useful

ïMan-in-the-middle between browser and app

¸Examples

ïWebScarab, Paros Proxy
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The tools weôll use

¸OWASP tools (freely available)

ïYour web browser (IE or Firefox preferred)

ïWebGoat-- a simple web application 
containing numerous flaws and exercises to 
exploit them

¸Runs on (included) Apache Tomcat J2EE server

ïWebScarab-- a web application testing proxy

¸ Instructor demo

¸Class installation of both tools
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WebGoat
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Setting up WebGoat

¸Run WebGoat on TCP port 8080

ïFrom WebGoat folder (GUI or command line)

¸Windows: webgoat_8080.bat

¸OS X or Linux:  ./webgoat.sh start8080

ï(Will need tochmod +x webgoat.sh first)

¸Verify in 
browserhttp://localhost:8080/WebGoat/attack

At this point, WebGoat is running, but youôll still need a 
testing proxy to perform some attacks
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WebScarab
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Next, set up WebScarab

¸Run WebScarab

ïDefault listener runs on TCP port 8008

ïEnsure listener is running within WebScarab

¸Configure proxy

ïSet web browser proxypoint to TCP port 8008 
on 127.0.0.1 (localhost)

ïInclude proxy for localhost

ïConnect once again to  
http://localhost:8080/WebGoat/attack
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Troubleshooting

¸ Scarab not running

ïListener turned off or on wrong port

¸ Browser proxy not configured or misconfigured

ïIE behaves differently than Firefox

¸IE 7 often ñmisbehavesò

ïMake sure proxy is set for localhost and 127.0.0.1

ïTry using 127.0.0.1.  (note the ñ.ò at end)

ïTurn off anti-phishing or ñsafe browsingò features

ïEnsure JavaScript is running

ïTry Firefox if you are an IE user, and vice versa
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WebGoat tips

¸Report card shows overall progress

¸Donôt be afraid to use the ñhintsò button

ïShow cookies and parameters can also help

ïShow java also helpful

ïNone of these are typical on real appsé

¸Learn how to use it

¸Fabulous learning tool



Familiarizing Goat and Scarab

¸WebGoat

ïDo ñWeb Basicsò 

exercise

ïTry Hints and other 

buttons

ïLook at report card

¸WebScarab

ïTurn on intercepts

¸ Requests

¸ Responses

ïExplore and 

experiment

¸ Parsed vs. raw view

ïTry editing a request

¸ Modify parameters

¸ Add/omit parameters
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#1 Cross site scripting (ñXSSò)

¸ Can occur whenever a 
user can enter data into a 
web app

ïConsider all the ways a 
user can get data to the 
app

¸ When data is represented 
in browser, ñdataò can be 
dangerous

ïConsider this user input 
<script>

alert(document.cookie)

</script>

¸Where can it happen?

ïANY data input

¸ Two forms of XSS

ïStored XSS

ïReflected XSS

¸ Two WebGoat 
exercises to see for 
yourself 



Stored XSS

¸ Attacker inputs script 
data on web app

ïForums, ñContact 

Usò pages are prime 

examples

ïAll data input must 

be considered

¸ Victim accidentally 
views data

ïForum message, user 

profile, database field

¸Can be years later

ïMalicious payload 

lies patiently in wait

ïVictim can be 

anywhere
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Stored XSS exercise


