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Outline
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Hash functions

Å (MDC-2)

Å (MD5)

Å (SHA-1)

ÅRIPEMD-160

ÅSHA-256, SHA-512

ÅMDC (manipulation 

detection code)

ÅProtect short hash value 

rather than long text

This is an input to a crypto-

graphic hash function.  The input 

is a very long string, that is 

reduced by the hash function to a 

string of fixed length.  There are 

additional security conditions: it 

should be very hard to find an 

input hashing to a given value (a 

preimage) or to find two colliding 

inputs (a collision). 

1A3FD4128A198FB3CA345932h
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Hash function flavours

cryptographic hash function

MDCMAC

OWHF CRHF

UOWHF

(TCR)

this 

talk
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Informal definitions (1)

Åno secret parameters

Åinput string x of arbitrary length  output h(x) of fixed bitlength n

Åcomputation ñeasyò

ÅOne Way Hash Function (OWHF)

ð preimage resistance

ð 2nd preimage resistance

ÅCollision Resistant Hash Function (CRHF): OWHF +

ð collision resistant
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Security requirements (n-bit result)

h
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h(x)
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h

?
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==

preimage 2nd preimage collision

2n 2n 2n/2

h(xô)h(x)
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Informal definitions (2)

Åpreimage resistant  2nd preimage resistant

ð take a preimage resistant hash function; add an input bit b and replace one 

input bit by the sum modulo 2 of this input bit and b

Å2nd preimage resistant preimage resistant

ð if h is OWHF, h is 2nd preimage resistant but not preimage resistant: 

h(x) =  0 || x  if  |x| n                

1 || h(X)  otherwise

Åcollision resistant 2nd preimage resistant 

Å[Simonô98] one cannot derive collision resistance from ñgeneralò preimage 
resistance (there exists no black box reduction)

hxm-1

x0éx m-2

hxm-1

x0éx m-2

xm

x

x
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Applications

Ådigital signatures: OWHF/CRHF, `destroy algebraic structureó

Åinformation authentication: protect authenticity of hash result

Åprotection of passwords: preimage resistant

Åconfirmation of knowledge/commitment: OWHF/CRHF

Åpseudo-random string generation/key derivation

Åmicropayments (e.g., micromint)

Åconstruction of MAC algorithms, stream ciphers, block ciphers

Å(redundancy: hash result appended to data before encryption)



9

Applications (2)

ÅCollision resistance is not always necessary

ÅOther properties are needed:

ð pseudo-randomness if keyed (with secret key)

ð near-collision resistance

ð partial preimage resistance

ð multiplication freeness 

ð random oracle property

Åhow to formalize these requirements and the relation between 

them?
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Brute force (2nd) preimage

ÅIf one can attack 2t simultaneous targets, the effort to find a 
single preimage is 2n-t

ð note for t = n/2 this is 2n/2

Å[Hellmanô80] if one has to find (second) preimages for many 
targets, one can use a time-memory trade-off with Ū(2n) 
precomputation and storage Ū(22n/3) 

ð inversion of one message in time Ū(22n/3)

Å[Wienerô02] if Ū(23n/5) targets are attacked, the full cost per (2nd) 
preimage decreases from Ū(2n)  to Ū(22n/5) 

Åanswer: randomize hash function 

ðsalt, spice, ñkeyò: parameter to index family of functions
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The birthday paradox for collisions

ÅGiven a set with S elements

ÅChoose r elements at random (with replacements) with r « S

ÅThe probability p that there are at least 2 equal elements (a 

collision) is 1 - exp - r(r-1)/2S)

ÅS large, r = S,  p = 0.39: finding a collision takes computation and 

memory S

ð for birthdays: S = 365, r = 23, p = 0.50
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Brute force collision search: low memory

ÅConsider the functional graph of f

f(x)x
f

collision
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Brute force collision search: low memory

ÅEfficient implementation of the birthday attack 
[Pollardô78][Quisquaterô89]

ð very little memory (cycle finding algorithm)

ð full parallelism [Wiener-van Oorschotô94]

ÅDistinguished point (d bits) 

ðŪ(e2n/2 + e 2d+1) steps 

ðŪ(n2n/2-d) memory

ð with e the cost of one
function evaluation

Å[Wienerô02] full cost:  Ū(e n2n/2)

l

c

l = c = ( /8) 2n/2

f(x)x f
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Brute force attacks in practice

Å(2nd) preimage search

ð n = 128: 60 M$ for 1 year if one can attack 248 targets in 
parallel

ð n = 128: 60 B$ for 1 year if one can attack 238 targets in 
parallel

Åparallel collision search

ð n = 128: 15 K$ for 10 days 

ð n = 160: 60 M$ for 4 months

ð need 256-bit result for long term security (25 years or more)
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Can we get rid of collision resistance?

Åcollision resistance 

ð requires double output lengths

ð requires family of functions for formalization

ð is hard to achieve (e.g., not by black box reduction from one-
wayness)

ÅUOWHF (TCR, eSec) randomize hash function after choosing the 
message

Å[Halevi-Krawczykô05] randomized hashing  = RMX mode:
H( r || x1 r || x2 r || é || xt r )

ð needs e-SPR (not met by MD5 and SHA-1 reduced to 53 rounds)

ð issues with insider attacks (i.e. attacks by the signer)
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Hash function: iterated structure

Split messages into blocks of fixed length and hash 

them block by block with a compression function f

Efficient and elegant

But many problemsé

f

x1

IV

f

x2

H1

f

x3

H2

f

x4

H3

g
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Security relation between f and h

ÅIterating f can degrade its security

ð trivial example: 2nd preimage

f
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IV

f

x2

H1

f

x3

H2

f

x4

H3

g

f

x2

IV = H1

f

x3

H2

f

x4

H3

g
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Security relation between f and h

ÅSolution: Merkle-Damgard (MD) strengthening (popular!)

fix IV, use unambiguous padding and insert length at the end 

Å[MDô89] f is collision resistant  h is collision resistant

Å[Lai-Masseyô92] f is 2nd preimage resistant  h is 2nd preimage 

resistant ?
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Construction: relation between f and h (2)

[Damgård-Merkleô89] 

Let f be a collision resistant function mapping l to n bits (with l > n). 

ÅIf the padding contains the length of the input string, and if f is 

preimage resistant, the iterated hash function h based on f will be a 

CRHF.

ÅIf an unambiguous padding rule is used, the following construction 

will yield a CRHF (l-n>1): 

H1 = f(H0 || 0  || x1)

Hi = f(Hi-1 || 1  || xi ) i=2,3,ét.
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Comment: tree structure

already suggested by Damgård in 1989; further work by Sarkar et al.

f

x1

f

f f

x2 x3 x4 x5

f

f f

x6 x7 x8
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Construction: relation between f and h (3)

[Lai-Masseyô92] 

Assume that the padding contains the length of the input string, and 

that the message x (without padding) contains at least two blocks. 

Then finding a second preimage for h with a fixed IV requires 2n

operations iff finding a second preimage for f with arbitrarily 

chosen Hi-1 requires 2n operations.

Åthis theorem is not quite right (see below) 

Åvery few hash functions have a strong compression function 

Åvery few hash functions are designed based on a strong 
compression function in the sense that they treat xi and Hi-1 in the 
same way.
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Security relation between f and h (4)

ÅMD does not work for UOWHF [BellareRogawayô97]

ÅMD with envelope method (prepend and append secret key) works 

for pseudo-randomness/MAC [BCKô96]

ð but there are some problems and HMAC is a better construction

ÅMD needs output transformation for random oracle properties 

[Coron+05]

ð if one knows h(x), easy to compute h( x || y) without knowing x

f

x1

IV

f

x2

H1

f

x3

H2

f

x4

H3

g



23

Attacks on MD

ÅLong message 2nd preimage attack

ÅMulti-collision attack and impact on concatenation

ÅHerding attack
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Defeating MD for 2nd preimages
[Dean-Felten-Hu'99] and [Kelsey-Schneierô05]

New: if one hashes 2t message blocks with an iterated hash function, the 

effort to find a second preimage is only 2n-t+1 + t 2n/2+1

Åidea: create expandable message using fixed points 
ð Finding fixed points can be easy (e.g., Davies-Meyer)

Åfind 2nd preimage that hits any of the 2t chaining values in the 

calculation

Åstretch the expandable message to match the length (and thus the 

length field)

ÅBut still very long messages for attack to be meaningful
ð n=128, t=32, complexity reduced from 2128 to 297, length is 256 Gbyte

[Merkleô79]: if one hashes 2t messages, the average effort to find a 

second preimage for one of them is 2n-t
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x2t =length (x)

H2t

f

H2

x1

f

H3

x2

f

H4

x3

f

H2t-2

x2t-1

f

H2t-1

f

H0

xô1

f

Hô1

xô2

f

Hô1

xô3

expandable 

message

success 

probability  

2t

h( xô1|| xô2|| xô2|| xô2|| xô2|| xô3||é|| x2t-1 || x2t ) = h( x1 || x2 || x3||é|| x2t-1 || x2t )

Defeating MD for 2nd preimages (2)
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How to find fix points?

ÅDavies-Meier: E xi
(Hi-1) Hi-1

ÅFix point Hi-1 =  Dxi
(0) for any xi

ð Proof:  E xi
(Hi-1) Hi-1 = Hi-1

implies E xi
(Hi-1) = 0 

E
xi

Hi-1

HiÅExpandable message using meet-in-the-middle

ð Generate 2n/2 values x2 and compute H1 =  Dx2
(0) 

ð Generate 2n/2 values x1 and compute H1 =  E x1
(H0) H0

ð Find a match with high probability

ÅFor non-Davies-Meier: use the trick of Joux



27

How (NOT) to strengthen a hash function?
[Jouxô04]

ÅAnswer: concatenation

Åh1 (n1-bit result) and h2 (n2-bit result)

h2h1

g(x) = h1(x) || h2(x)

ÅIntuition: the strength of g against 

collision/(2nd) preimage attacks is the 

product of the strength of h1 and h2

ðif both are ñindependentò

ÅButé.
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Multi-collisions [Joux ô04]

Consider h1 (n1-bit result) and h2 (n2-bit result), with n1 n2.

The concatenation of two iterated hash functions 
(g(x)= h1(x) || h2(x)) is as most as strong as the 
strongest of the two (even if both are independent)  

ÅCost of collision attack against g at most 

n1 .  2n2/2 + 2n1/2 <<  2(n1 + n2)/2

ÅCost of (2nd) preimage attack against g at most

n1 . 2n2/2 + 2n1 + 2n2  << 2n1 + n2

ÅIf either of the functions is weak, the attacks may work better.

ÅMain observation: finding multiple collisions for an iterated 
hash function is not much harder than finding a single 
collision (if the size of the internal memory is n bits)
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Multi-collisions (2) [Joux ô04]

ÅNow h(x1||x2||x3||x4) = h(xô1||x2||x3||x4) = h(xô1||xô2||x3||x4) =   

é = h(xô1||xô2||xô3||xô4)  a 16-fold collision

f

x1,  xô1 

IV H1

f

x2, xô2

H2

f

x4,  xô4x3, xô3

H3

f

ÅFor IV: collision for block 1: x1,  xô1 

ÅFor H1: collision for block 2: x2,  xô2 

ÅFor H2: collision for block 3: x3,  xô3

ÅFor H3: collision for block 4: x4,  xô4 
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Other issues with MD iteration: herding

ÅHerding attack [Kelsey,Kohnoô06]
ð reduces security of commitment using a hash function

ðon-line 2n-t + precomputation 2.2(n+t)/2 + storage 2t

ð example (n=128, t=42): with a storage of 100 Terabyte and a 

precomputation of 286 steps, a 128-bit commitment computed 

using an iterated hash function can be spoofed with effort 286 

steps
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Herding attack (2)

Åprotocol: publish h(x), reveal x at later date

Åfind second preimage xó = z || y || xwith z and y selected in 2020

Åapproach: generate collision tree (diamond structure) of 2t values Hi-1

and xi hashing to the same value (cost  2 . 2t/2 . 2n/2) 

ð work factor for first layer: x2/2n+1 = 2t or x = 2 . 2t/2 . 2n/2

Åz = result of all Champions League finals between 2010 and 2020

Åtry in 2020 random strings y until h(z || y) = Hj-1 for some j (cost 2n-t) 

Åthen h(z || y || xj ) = h(x), so you can claim that you ñknewò z in 2008
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h( z || y || x ) = committed value

success 

probability  

2 t Hôôô2

H2

f

x3
f

H3

x4f

Hô2

xô3

f

Hô3

x4ôf

xôôô3

Hôô2

f

xôô3

H4f

H0

z

f

H1

y

H2

new 

message

Herding attack (3)
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Improving MD iteration

Ådegradation with use: salting (family of functions, 

randomization)

Åextension attack: strong output transformation g (which 

includes total length and salt)

Ålong message 2nd preimage: preclude fix points

ð counter f fi [Biham-Dunkelman] or dithering [Rivest]

Åmulti-collisions, herding: avoid breakdown at 2n/2 with larger 

internal memory: known as wide pipe

ðe.g., extended MD4, RIPEMD, [Lucksô05]
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Many more ideasé.

Å[Biham-Dunkelmanô06] Haifa: bit counter and salt input to f

Å[Bellare-Ristenpartô06] EMD transform (envelope MD): 

preserves CR, PRF, RO

Å[Andreeva+ô06] analysis of preservation of CR, (e/a/-)PR, (e/a/-) 
SPR, (RO, PRF)

f

x1

IV1

f

x2

H1

f

x3

H2

x4

H3

f
IV2

||
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Many more ideasé.

ÅLANE (SHA-3 submission by [Indesteege+], COSIC

f

ű|| n || 0 || S

0

f

x1

H1

f

x2

H2 H3

f

Ci number of bits hashed so far

űflag that indicates presence/absence of salt S

n output length

l total message length in bits

űô || l || 0 || S

C1C0 = 0 C2 0

truncate
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Sponge functions

Examples

ÅPanama

ÅRadioGatun

ÅGrihndahl

ÅKeccak

r c

00

+

permutation f

x0

SCSA

+

permutation f

x1

SCSA

+

permutation f

h0

SCSA

+

permutation f

h1

absorb

squeeze
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Hash function constructions

block cipher based
ð well studied but need very strong assumption on block cipher

ð due to key schedule for every encryption at least 3-4 times slower than AES 

ð 30 proposals, more than half broken

based on algebraic constructions with security proof

ð factoring, discrete log, ECC: very slow

ð additive: lattices

ð multiplicative: matrices

dedicated hash functions

Å >40 designs until 2008, about 30 broken: X.509 Annex D, FFT-hash I and II, N-
hash, Snefru, MD2, é

Å fast schemes for 32-bit machines:

ð most popular designs: MD4 and MD5

ð US government (NIST): SHA (aka SHA-0) and SHA-1

ð Europe: RIPEMD-160

Å the next generation: SHA-2 (SHA-256, SHA-512), Whirlpool,é



40

MDx-type hash function history

MD5

SHA

SHA-1

SHA-256

SHA-512

HAVAL

Ext. MD4

RIPEMD

RIPEMD-160

MD4 90

91

92

93

94

95

02
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The complexity of collision attacks
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Brute force: 1 million PCs or US$ 100 000 hardware
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ÅSHA designed by NIST (NSA) in ó93 (80 rounds)
Åredesign after 2 years (ô95) to SHA-1

Åcollisions for 53 rounds of SHA-1 [Oswald-Rijmenô04 and Biham-Chenô04]

Åcollisions for 58 rounds of SHA-1 [Wang+ô05]

Åcollisions for SHA-1 in 269[Wang+ô05] and 263[Wang+ô05 - unpublished]

Åautomated search for characteristics [De Cannière-Rechbergerô06+ô07]: 
ð collision for 64 out of 80 rounds in 235 ïhighly structured 

ð collision for 70 out of 80 rounds in 244 ïhighly structured

Åcollisions for 70 rounds of SHA-1 in 239 (4 days on a PC) [Joux-Peyrinô07]

Åcollisions for SHA-1 in 260[Mendel+ô08 - unpublished]

Prediction: collision for SHA-1 in the next 12 months

SHA-1
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SHA-1 collision search



44


