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Hash functions

A MDC (manipulation A (MDC-2)
detection code) A (vDs)

A Protect short hash value A (sHA-D)
rather than long text A RIPEMD-160

A SHA-256, SHA-512
This is an input to a crypto

graphic hash function. The input
IS a very long string, that is
reduced by the hash function to a
string of fixed length. There are
additional security conditions: it
should be very hard to find an
input hashing to a given value (a
preimage) or to find two colliding
inputs (a collision).

h —p 1 ASFD4128A198FB3CA345932




Hash function flavours




Informal definitions (1)

Ano secret parameters
Ainput string x of arbitrary length = output h(x) of fixed bitlength n

Acomputation NReasyo

AOne Way Hash Function (OWHF)
o) preimage resistance

O 20 preimage resistance

ACoIIision Resistant Hash Function (CRHF): OWHF +
O collision resistant




preimage 2"d preimage collision

? X Z= |7? 21 F |?

h(x) = h(x06)hXxX = h(x:
oo2n on on/2




Informal definitions (2)

Apreimage resistant > 2" preimage resistant
0 takea preimage resistant hash function; add an input bit b and replace one
input bit by the sum modulo 2 of this input bit and b

Xo€ X m2 Xo€ X m2

X Xm_ 1*@

| | . _ Xm —1
Aan preimage resistant =% preimage resistant
O ifhis OWHF, h is 2nd preimage resistant but not preimage resistant:
h(x)= 0]|x if [x]<n
1 || h(X) otherwise

m-1

Acollision resistant = 2nd preimage resistant

A[ Simon698] one cannot derive col |l
resistance (there exists no black box reduction)




Applications

A S XS ST EI XTI ST S EX T TSI T I I TT TSI XTI S XX DT TSI X ST X T TSI RS OIS T TS S

Adl gital signatures: OWHF/ CRHF,
Ainformation authentication: protect authenticity of hash result
Aprotection of passwords: preimage resistant

Aconfirmation of knowledge/commitment: OWHF/CRHF
Apseudo-random string generation/key derivation

Amicropayments (e.g., micromint)

Aconstruction of MAC algorithms, stream ciphers, block ciphers

A(redundancy: hash result appended to data before encryption)




Applications (2)

ACollision resistance is not always necessary

AOther properties are needed:
0 pseudo-randomness if keyed (with secret key)

O near-collision resistance
o) partial preimage resistance
O multiplication freeness

O random oracle property

Ahow to formalize these requirements and the relation between
them?




Brute force (2"9) preimage

A If one can attack 2! simultaneous targets, the effort to find a
single preimage is 2"t

O note for t = n/2 this is 212

A[ Hel |l mano680] 1 f one has to fin
targets, one can use a time-memory trade-off with U(2")
precomputation and storage U(22"3)

O inversion of one message in time U(22M3)

A[ Wi e n e U@DRthrgets fire attacked, the full cost per (29)
preimage decreases from U(2") to U(22"°)

A answer: randomize hash function
Osalt, Spi ce, Nnkeyo: parameter t




A Given a set with S elements

A Choose r elements at random (with replacements) withr « S

A The probability p that there are at least 2 equal elements (a
collision) is 1 - exp (- r(r-1)/2S)

A S large, r =S, p = 0.39: finding a collision takes computation and
memory VS

O for birthdays: S = 365, r =23, p = 0.50




collision

\




Brute force collision search: low memory

AEfficientimpIementation of the birthday attack ¢ T D

[ Pol | ard678][QuisquateQ

0 very little memory (cycle finding algorithm)
O full parallelism [Wiener-v an Oor schot %9 4 ]

A Distinguished point (d bits)
O U(e2"2+ e 29+1) steps

0 U(n22d) memory

O with e the cost of one
function evaluation

A[ Wi ener 60 24(e n2"@)l | costl=c=@8) 2?2




Brute force attacks in practice

A (2n9) preimage search

0 n=128: 60 M$ for 1 year if one can attack 248 targets in
parallel

O n=128: 60 B$ for 1 year if one can attack 238 targets in
parallel

A parallel collision search
0 n=128:15K$ for 10 days

O n=160: 60 M$ for 4 months

O need 256-bit result for long term security (25 years or more)




Can we get rid of collision resistance?

A collision resistance
0 requires double output lengths
0 requires family of functions for formalization
O is hard to achieve (e.g., not by black box reduction from one-
wayness)

A UOWHF (TCR, eSec) randomize hash function after choosing the

message
A[Halevi-KrawczykﬁOS] randomi zed has
H(rl[x, @rllx,®r[ | &&1)]

O needs e-SPR (not met by MD5 and SHA-1 reduced to 53 rounds)
O issues with insider attacks (i.e. attacks by the signer)




Split messages into blocks of fixed length and hash
them block by block with a compression function f

Efficient and elegant
But many probl emseé




A lterating f can degrade its security
O trivial example: 2nd preimage

IV H H




Security relation between f and h

A Solution: Merkle-Damgard (MD) strengthening (popular!)
fix IV, use unambiguous padding and insert length at the end

Al MD689] f i s c=phiscolisiomrasistare si st ar

A [Lai-Ma s s e y 6 9"Ppleimbge resista@ < his 2" preimage
resistant D




Construction: relation between f and h (2)
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[Damgard-Me r k1 e 6 8 9]
Let f be a collision resistant function mapping | to n bits (with | > n).

Alf the padding contains the length of the input string, and if f is
preimage resistant, the iterated hash function h based on f will be a

CRHF.

Al an unambiguous padding rule is used, the following construction
will yield a CRHF (I-n>1):
Hy =1(Ho [| O || x,)
H =fH,||1 || x)i =2, 3, ét



‘Comment: tree structure

already suggested by Damgard in 1989; further work by Sarkar et al.
X1 X5 X3 Xy X Xg X5 Xg

| | |

11O - — - - - -



Construction: relation between f and h (3)
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Assume that the padding contains the length of the input string, and
that the message x (without padding) contains at least two blocks.

Then finding a second preimage for h with a fixed IV requires 2"
operations iff finding a second preimage for f with arbitrarily
chosen H,_; requires 2" operations.

Athis theorem is not quite right (see below)

Avery few hash functions have a strong compression function

Avery few hash functions are designed based on a strong
compression function in the sense that they treat x; and H, ; in the
same way.



Security relation between f and h (4)

AMDdoesnotwork for UOWHF [ Bell areRo
A MD with envelope method (prepend and append secret key) works
forpseudo-r andomness/ MAC [ BCKO0 96 ]

O but there are some problems and HMAC is a better construction

A MD needs output transformation for random oracle properties
[Coron+05]

O if one knows h(x), easy to compute h( x || y) without knowing x




Attacks on MD

ALong message 2" preimage attack

AMuIti-coIIision attack and impact on concatenation

AHerding attack




Defeating MD for 2" preimages
Dean-Felten-Hu'99] and [Kelsey-Sc hnei er 6 05 ]

[ Mer k|l ed6 7 9] : 2t mdssagen, ¢he dveragd edfart to find a
second preimage for one of them is 2"t

New: if one hashes 2! message blocks with an iterated hash function, the
effort to find a second preimage is only 2n-t+1 + t 2n/2+1

Aidea: create expandable message using fixed points
o) Finding fixed points can be easy (e.g., Davies-Meyer)

Aﬁnd 2"d preimage that hits any of the 2t chaining values in the
calculation
tretch the expandable message to match the length (and thus the
length field)

ABut still very long messages for attack to be meaningful
0 n=128, t=32, complexity reduced from 2128 to 297, length is 256 Gbyte




expandable

message
success Pty
probability 7 T
#2000 e e :
Pt o y ’ '. M H
X1 Xo X3 Xot_q X5t =length (x)

h (o IXI91 X0 X8 %20 X0 X @ Julll X9 = h(xy I X [[ X5 | | € dualll X209




How to find fix points?

> DCPCO TP D T DT DT TP T IDTOCETTEPRITDTOETDODTOTDSE
ADavies-Meier: E xi (Hi) © Hiy H. .
AFix point H; = D,. (0) for any X X
—D
O Proof: E, (H) @ Hiy = Hiy z

implies E . (H;) =0

D <
L/~
A

AExpandabIe message using meet-in-the-middle v
O Generate 22 values X, and compute H, = D,_(0)
2

O Generate 2"2 values X, and compute H, = E X1 (Hy) © H,

O Find a match with high probability




How (NOT) to strengthen a hash function?
ouxo604 b Y

A Answer: concatenation

A h, (n1-bit result) and h, (n2-bit result)

A Intuition: the strength of g against
collision/(2"9) preimage attacks is the
product of the strength of h, and h,

Oif both are @i ndge(@gﬁﬂ(ﬂpﬁz&)




Multi-collisionS [ soux 6047

= S .

Consider h; (nl -bit result) and h (n2 -bit result) > Nn2.

The concatenation of two iterated hash functlons
(g(x)=h.(x) || h,(x)) Is as most as strong as the
strongest of the two (even If both are independent)

ACost of collision attack against g at most
nl. 2"2/2 + 2nl2 << 2(nl+n2)2

ACost of (2nd) preimage attack against g at most
N1 . 2n2/2 4 2nl 4 29n2 <« 2nl+n2
Alf either of the functions is weak, the attacks may work better.

AI\/Ialn observation: finding multiple collisions for an iterated
hash function is not much harder than finding a single
collision (if the size of the internal memory is n bits)




Multi-collisions (2)  soux s04]

X, 1 X0 Xy o2XO0 X5 X0 X4 4, XO

A For IV: collision for block 1: Xy, 1 X
A For H,: collision for block 2: x,, , X
A For H,: collision for block 3: x;, 5 x 0
A For H,: collision for block 4: x,, , X

| ANOWIh(X1”X2”X3”X4) = 1[|R)(xAQ) = 4| hlx(pxBR,) =

£ é = . {Ix]@x|Hxadle-fold collision




Other issues with MD iteration: herding

A—Ierdi ng attack [ Kel sey, Koh
O reduces security of commitment using a hash function

O on-line 2"t + precomputation 2.2#92  + storage 2t

o) example (n=128, t=42): with a storage of 100 Terabyte and a
precomputation of 286 steps, a 128-bit commitment computed
using an iterated hash function can be spoofed with effort 286
steps




Herding attack (2)

A S XS ST EI XTI ST S EX T TSI T I I TT TSI XTI S XX DT TSI X ST X T TSI RS OIS T TS S

Aprotocol: publish h(x), reveal x at later date

Afind second preimage x 0 z with 7 andyy séldctedxin 2020

Aapproach: generate collision tree (diamond structure) of 2t values H, ;
and x; hashing to the same value (cost 2. 2V2, 2n7?)

O work factor for first layer: x2/2m1 = 2t or x = 2 . 212 2072

Az = result of all Champions League finals between 2010 and 2020

Atry In 2020 random strings y until h(z || y) = Hi 4 for some j (cost 2" 1)




new
message

'

Ho Hq
[
Z y

success
probability
%2t

h(z||y]|l x)=committed value

Pal

x40

32

T B T T S b S T S -



Improving MD iteration

e e P et e e . e A . P e, et e e . T A . . e, A e et e e . e e . . o S e

A degradation with use: salting (family of functions,
randomization)

A extension attack: strong output transformation g (which
Includes total length and salt)

A long message 2"d preimage: preclude fix points
O counter f — f. [Biham-Dunkelman] or dithering [Rivest]

A multi-collisions, herding: avoid breakdown at 2"2 with larger
iInternal memory: known as wide pipe

Oe.g., extended MD4, RIPEMD, |




A[Biham-DunkeImanéOG] Hai fa: Dbit col

A[Bellare-Ristenpart606] EMD transfor
preserves CR, PRF, RO

A[ Andreeva+606] anal ysi s-RRf(e/ad-)y es
/&y SPR, (RO, PRF)




GlinflOflS % X2 (6

C, number of bits hashed so far
0 flag that indicates presence/absence of salt S
n output length

| total message length in bits

truncate



‘Sponge functions

Examples
APanama
absorb
ARadloGatun ...................................................................................................
AGrihndahl Squeeze

AKeccak
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h function constructions

block cipher based
O well studied but need very strong assumption on block cipher

O dueto key schedule for every encryption at least 3-4 times slower than AES
0 30 proposals, more than half broken

based on algebraic constructions with security proof
o) factoring, discrete log, ECC: very slow

O additive: lattices

o) multiplicative: matrices

dedicated hash functions

A >40 designs until 2008, about 30 broken: X.509 Annex D, FFT-hash | and II, N-
hash, Snefru, WMD2, ¢

A fast schemes for 32-bit machines:
O most popular designs: MD4 and MD5

O US government (NIST): SHA (aka SHA-0) and SHA-1
O Europe: RIPEMD-160

A the next generation: SHA-2 (SHA-256, SHA-51 2 ) ,




MDx-type hash function history

o1

...... . -

. 93
________ stal] [[RiPEMD160] % ;-

SHA:—256 0o

SHA-512 v




The complexity of collision attacks

—o— MD4
MD5
—&— SHA-0
SHA-1
-~ Brute force




collisions for 58 rounds of SHA-1 [ Wang+ 6 05 ]

collisions for SHA-1in2%°[ Wang+06 0% Wa m g +ufublished]
automated search for characteristics [De Canniere-Re c hber ger 6 06 +
O collision for 64 out of 80 rounds in 2357 highly structured

O collision for 70 out of 80 rounds in 2441 highly structured
collisions for 70 rounds of SHA-1in 23° (4 daysonaPC)[Joux-Peyr i nd 0

A
A
A collisions for 53 rounds of SHA-1 [Oswald-Ri  men 604 -Gmaen B0 4 J
A
A
A

A

A collisions for SHA-1in 250 Me n d e | ungublBhed]




SHA-1 collision search
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SHA-1 Collision Search Graz
About SHA-1 Collision Search Graz Usear of the -:I:w
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