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How to establish public keys?

Åpoint-to-point on a trusted channel

ïmail business card, phone

Ådirect access to a trusted public file (registry 
or database)

ïauthentication trees

Åon-line trusted server (bottleneck)

ïOCSP: Online Certificate Status Protocol

Åoff-line servers and certificates

ïPKI: Public Key Infrastructure

Åimplicit guarantee of public parameters

ïidentity based and self-certified keys



What is a Certificate?

DN: cn=Planckaert

o=VTM, c=BE

Serial #: 8391037

Start: 1/3/09 1:00

End: 7/3/09 1:01

CRL: cn=CRL2, 

o=VRS, c=US

Key:

CA DN: o=GLS, c=BE

Unique name of owner

Unique serial number

Period of validity

Revocation information

Public key

Name of issuing CA

CAôs digital

signature on the

certificate



What is a Certificate Revocation List?

DN: cn=CRL2,

o=VRS, c=US

Start:01/04/09  1:02

End: 01/05/09 1:02

Revoked:

191231

123832

923756

CA DN: o=VRS, c=US

Unique name of CRL

Period of validity

Serial numbers of

revoked certificates

Name of issuing CA

CAôs digital

signature on the

CRL



PKI Overview

1. Background: 
Keys and Lifecycle Management

2. PKI components ( ñpuzzle piecesò)

3. PKI Architectural View

4. Trust Models



Background:

Keys and 

Lifecycle Management



Stored key material

Å This package is sent to BobF Aliceôs verification public key is included to allow Bob to 
verify her signature

F The one-time symmetric encryption key is itself encrypted 
with Bobôs encryption public key

F The CRL is  retrieved to check Bobôs revocation statusF The validity of Bobôs Certificate is verified using the CA Public 
Key Certificate

F Alice Retrieves Bobôs Encryption Public Key Certificate from 
the Directory

F A one-time symmetric encryption key generated and used to 
encrypt the message and signed hash

F A Hash of the message is created and is signed using Aliceôs 
signing private key

F Alice logs into her User ProfileF Alice composes a message for Bob

Encrypting/Signing...

Sending secure e-mail

Alice Bob

CRL
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Alice Bob

Stored keys

F Bob confirms her signature on the message hash and 
compares it to a hash of the message created locally

Å Bob retrieves the CRL and confirms Aliceôs revocation statusF Bob uses his encryption private key to retrieve the one-time 
symmetric key

F Bob logs into his User ProfileF Bob uses the one-time symmetric key to retrieve the 
message text and signed hash

Decrypting/Verifying...

Receiving secure e-mail
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