Web Application Security

Secure Application Development (SecAppDev)
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About myself

EPost-doc researcher of the DistriNet
Research Group

U Under supervision of prof. Frank Piessens and
prof. Wouter Joosen

EMember of the DistriNet Capture-The-Flag
security team

U The CTF team participates in security contests
between universities

EActive participation in OWASP:
U Board member of the OWASP Belgium chapter

U Co-organizer of the academic track on OWASP
AppSec Eurpope Conference
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OWASP

EOpen Web Application Security Project
U free and open community

U focus on improving the security of application
software

EI\/Iany Interesting projects

U Tools: WebGoat, WebScarab, AntiSamy,
Pantera, e

U Documentation: Top 10, CLASP, Testing guide,
Code review, &

E143 local chapters worldwide

http://www.owasp.org
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Overview

Kathaolieke
Universiteit
Leuven

Eintroduction to web applications

Eoverview of web application vulnerabilities

EOverview of countermeasures
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Hypertext Transfer Protocol (HTTP)

EHypertext Transfer Protocol
E Application-layer communication protocol

E Commonly used on the WWW %
EDifferent methods of operation: &
0 HEAD ‘ ig
uGET | 0Safed met hods, _:

0 TRACE change server st

U OPTIONS g o

U POST -

0 PUT 5

il CONNECT 2=

ue HEAD, GET and POST are the most commonly used met
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HTTP request/response model

EHTTP uses a bidirectional o
request/response communication model

E Request:
U GET /xlylz/page.html HTTP/1.0

Y

Protocol version
E Response:

Status code
I_H

0200 HTTP/1.0 OK
Content-Type: text/html
Content-Length: 22

<HTML>Some data</HTML>
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HTTP Request
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ERequest header:
E Contains the request and additional meta-information
U The HTTP method, requested URL and protocol version

U Negotiation information about language, character set,
encoding, &

uContent | anguage, type, | eng
U Authentication credentials

U Web browser information (User-Agent)

U Referring web page (Referer)
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ERequest body
E Contains additional data
U Input parameters in case of a POST request
U Submitted data in case of a PUT request
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