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Cigital

A Founded in 1992 to provide software security and
software quality professional services

A Recognized experts in software security and
software quality

Widely published in books, white papers, and
articles

Industry thought leaders
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http://www.cigital.com/books/80211/
http://www.cigital.com/books/wirelesssec/

Breaking new ground
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A Building Security In
Maturity Model

A Real data from (30)
real initiatives

A McGraw, Chess, &
Migues
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58 software security initiatives

A microsoft A cisco
A 31 F|nanC|a| A dtcc A bank of america
A emc A walmart
A 9ISV A fidelity A finra
A adobe A vanguard
A 9 TeCh A wells fargo A college board
A goldman sachs A oracle
A 2 Defense A google A state street
A qualcomm A omgeo
A 5 Reta” A morgan stanley A motorola
A usaf A general electric
A 1 O|| A dell A lockheed martin
A pershing A intuit
A 1 Behemoth A the hartford A vmware
A barclays capital A amex
A visa europe A ABN/amro A bank of tokyo A bank of ny mellon
A thomson/reuters A ING A ups A harris bank
A BP A telecom italia A bank of montreal A  paypal
A SAP A swift A sterlingcommerce A symantec
A nokia A standard life A coke A AOL e
A ebay A cigna A mastercard A CA W
A mckesson A AON A apple A time warner cigital



I BSIMM original nine

EMC

where information lives®

Google @’

The Depository Trust &
Clearing Corporation

Q UALCOMV

And two unnamed financial services firms -
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I BSIMM Europe (nine EU firms)
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On cargo cults and divining rods
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A InformIT article on BSIMM website http://bsi-mm.com c;;l
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A Software Security Framework

The Software Security Framework (SSF)

Governance Intelligence SSDL Touchpoints | Deployment

Strategy and Metrics Artack Models Architecture Analysis Penetration Testing

Compliance and Policy Security Features Code Review Software Environment

and Design

Training Standards and Security Testing Configuration Management
Requirements and Vulnerability Manage-

ment

A Four domains

A Twelve practices

A See informIT article on BSIMM website .
http://bsi-mm.com A
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Training practice skeleton

GOVERNANCE: TRAINING

Objective Activity Level
m._ promote culture of security throughout | provide awareness training 1
the organization
m._r ensure new hires enhance culture | include security resources in onboarding
act as informal resource to leverage | establish SSG office hours
teachable moments
create social network tied into dev | identify satellite during training
build capabilities beyond awareness | offer role-specific advanced curriculum (tools, technology stacks, 2
bug parade)
see yourself in the problem | create/use material specific to company history
keep staff up-to-date and address turnover | require annual refresher
reduce impact on training targets and | offer on-demand individual training
delivery staff
educate/strengthen social network | hold satellite training/events
align security culture with career path | reward progression through curriculum (certification or HR) 3
spread security culture to providers | provide training for vendors or outsource workers
market security culture as differentiator | host external software security events
-
cigital
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15 Things Everybody Does

A identify gates A external pen testers
A unify regulations A good network security
A know PII obligations A incident response
A publish policy A close ops bugs loop
A awareness training
A data classification Confg MomL & Sg-%tgyMemcs ComplianceaPolicy
A identify features Sw. Env  Traiing
A security standards '
A review security features e
A static analysis tool Sec. Testing <\ Sec. FeaturesaDesign
A QA boundary testing Code revienl— | GandarcsaReqts
Arch. Anaysis
—BSIMMTOPTENA\jG (10) em==FIRM _."-..
"
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BSIMM Scorecard

BSIMM Scorecard for: FIRM Raw Score: 43
Governance Intelligence SSDL Touchpoints

Activity Obs. FIRM Activity Obs. FIRM Activity Obs.  FIRM

[SM1.1) 18 1 [AM1.1) 11 1 [AAL1] 22

(SM1.2) 18 (AM1.2] 20 [AAr.2] 18

[SM1.3] 16 [AM1.3] | 14 (AA1.3] 19

[SM1.4] 22 N (~14) 0 10 [AA14] 15

[SM1.5) 13 [AM2.1) 7 1 [AA2.1] 9

[SM2,1] 12 (AM2.21 9 1 (AA2.2) & 2

[SM2.2] 13 [AM2.3] 13 1 [AA2.3] 1 T 2 5
[SM2.3] 16 [AM2.4] 9 [AA3.1) 5

[SM2.4) 19 1 [AM3.1)] 2 [AA3.2) 3

[SM3.1] 7 1 [AM3.2] 2 -

[SM3.2] 4

(cP1.1) 24 (SFD1.1] 29 - (CR1.1) 10 1 (SE1.1] 1t 1
[CP1.2] 24 [SFD1.2] 15 1 [CR1.2] | 19 1 [SE1.21 30
[CP1.3] 26 [SFD2.1] 18 [CR1.3] 3 [SE2.1] 5
[cP2.1) 13 [SFD2.2] 11 [CR2.11 20 N (sc22) 16
[CP2.2} 18 [SFD2.3] 10 1 [CR2.2] | 11 [SE2.3] 7
[CP2.3] 12 [SFD3.1] 5 1 [CR2.3] 8 1 [SE3.1] 13
[CP2.4] 9 [SFD3.2] 10 [CR2.4]) | 12 1

[cp2.5) 17 : [CR2.5} 11

[CP3.1) 4 [CR3.1] 7 1

[CP3.2} 7 [CR3.2) 1

[cP3.3]) s [CR33) 2 1

[T1.11 24 — [SR1,1] 22 [sT1.1] 21 [CMVM1.1] 21

[T1.2) B [SR1.2] 13 [ST1.2] 9 [CMVM12] 22
(T1.3) 5 1 [SR1.3] 12 (sT2.1) 18 [cMVM2.1] 18 1
[T1.4] 11 [SR1.4] 11 [sT2.21 16 [CMVM2.2] 11
[T2.1} 14 [SR2.1] 10 [ST2.3) 5 [CMVM2.3] 11 1
[12.2) 13 1 [SR2.2] 8 [5T3.1] 7 [CMVM3.1) 2

(T2.3) 2 [SR2.3] 13 (5T3.2] 10 [CMVM3.2) 4

[T2.4] 14 [SR2.4] 13 [5T3.3] 3

[T2.5) 7 1 [SR2.5] 11 [ST3.4] 4

(T3.1) a (SR3.1] 10

[T3.2) 3

[13.3] 4 1
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Top 10 things

A green = good?
A red = bad?

NBl ue shif

practices to

emphasize

A activities you
should maybe
think about In
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_'I.-
m.

g
cigital



SS DL Toudhpainis Archissaure Analysia !}

hieSigence Atach Models ¥
SSDL Teudwpanits Code Arvew !
Geovernance Corspliance and Policy
Doplayment Conkg and Vuln Mgmt {
Duplggment Penataton Teding 1

Maturity Level-1 -

5SS 0L Towdhpaints Seauney Teang

Deploymwent Sohware Envionresnt |

hi=ligence Sundards and Requiversents |

Governance Syategy and Motica

Gowenance Traning |

How good are the levels we chose?

S5 DL Toudhpaints Architnctrn Analys

hisfigence Azack Modeis 2

S5 0L Touchpents Code Revew

Maturi evel:

Deploywent Penstaton Temng 2

Corepliance and Polioy 2

i Conkg and Vuln Mgm 2

noe Secutity Features and Design 2
sty Testing 2
Deploymert Sobware Efrvirorrnert 2

hisfigence Standards and Requirsments 2

G

weenance Ssategy and Mevics 2

Governance Tramnng 2

S5 0L Youdchpaints Archaears Analysis)

hiehgencs Axock Models )

Maturity Level3=2

Doployment Config and Vuln Mgmt 3

Deploynect Ponetaton Tedting

hisligon auity Features and Design 3

L Towdhpoints Secunty Tewng J
Deplayment Sokware Envvronveent )
heligence Sandwds snd Regurements.)
Governancs Sastegy and Mericsd

Gavernance Training J

© 2010 Cigital Inc. 2010-03-20

cigital

12



Practices

BSIMM Practice RecMeanScore Distribution
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