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Cigital

Â Founded in 1992 to provide software security and 

software quality professional services

Â Recognized experts in software security and 

software quality

Â Widely published in books, white papers, and 

articles

Â Industry thought leaders 

http://www.cigital.com/books/80211/
http://www.cigital.com/books/wirelesssec/
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Â Building Security In 

Maturity Model

Â Real data from (30) 

real initiatives

Â McGraw, Chess, & 

Migues

Breaking new ground
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58 software security initiatives

Â31 Financial

Â9 ISV

Â9 Tech

Â2 Defense

Â5 Retail

Â1 Oil

Â1 Behemoth

Â microsoft

Â dtcc

Â emc

Â fidelity

Â adobe

Â wells fargo

Â goldman sachs

Â google

Â qualcomm

Â morgan stanley

Â usaf

Â dell

Â pershing

Â the hartford

Â barclays capital

Â bank of tokyo

Â ups

Â bank of montreal

Â sterling commerce

Â coke

Â mastercard

Â apple

Â cisco

Â bank of america

Â walmart

Â finra

Â vanguard

Â college board

Â oracle

Â state street

Â omgeo

Â motorola

Â general electric

Â lockheed martin

Â intuit

Â vmware

Â amex

Â bank of ny mellon

Â harris bank

Â paypal

Â symantec

Â AOL

Â CA

Â time warner

Â ABN/amro

Â ING

Â telecom italia

Â swift

Â standard life

Â cigna

Â AON

Â visa europe

Â thomson/reuters

Â BP

Â SAP

Â nokia

Â ebay

Â mckesson
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BSIMM original nine

And two unnamed financial services firms
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BSIMM Europe (nine EU firms)
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And four unnamed firms
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On cargo cults and divining rods
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Â InformIT article on BSIMM website http://bsi-mm.com
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Â Four domains

Â Twelve practices

Â See informIT article on BSIMM website 

http://bsi-mm.com

A Software Security Framework
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Training practice skeleton
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15 Things Everybody Does

Â identify gates

Â unify regulations

Â know PII obligations

Â publish policy

Â awareness training

Â data classification

Â identify features

Â security standards

Â review security features

Â static analysis tool

Â QA boundary testing

Â external pen testers

Â good network security

Â incident response

Â close ops bugs loop

102010-03-20
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BSIMM TOP TEN AVG (10) FIRM
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Â Top 10 things

Â green = good?

Â red = bad?

Â ñBlue shiftò 

practices to 

emphasize

Â activities you 

should maybe 

think about in 

brown

BSIMM Scorecard
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How good are the levels we chose?
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Maturity Level 1

Maturity Level 2

Maturity Level 3
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Practices
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