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Ken van Wyk --

Work Experience

b 20+ years in Information Security
' Carnegie Mellon University CERT/CC Founder
' U.S. Department of Defense CERT
' SAIC, Para-Protect
' President and Founder, KRvW Associates, Lh@&p(//www.krvw.corm)

Security Work

b Technical lead on hundreds of commercial engagements since 1996, including
' Application security assessments
' Enterprise risk assessments
I Secure network architecture
I Security testing of enterprises and applications

D Author of two popular OOReilly and Associates books
' Incident Response: Planning and Management
' Secure Coding: Principles and Practices

Credentials
B BS Lehigh University 1985, Mechanical Engineering

Personal Interests
b Travel, world cuisine, wine, mountain biking, zymurgy

Family (ttp://www.vanwyk.org/ken
b Wife, two spectacularly spoiled basset hounds
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Introductions

Please tell us a little
about your

PSoftware interests 7

PSoftware dev technologie !
PAny specific topics you /

want to learn about this .
week? /
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Headlines
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Why arenOt things improving?




Learn from history

We donOt pay enough
attention to our failures

Consider other

engineering disciplines

PStudy and learn from
mistakes

PContinuous improvement
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Lack of knowledge

Developers tend to lack
security knowledge

Security team tends to
lack development
knowledge

Not healthy
POUsO and OthemO

Copyright© 2010 KRvW Associates, LLC




WeOre overly trusting

We tend to have

misplaced trust in our
users

Sometimes users are
maliclous

Sometimes they donOt}|
even try to be ‘
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Focus

Too much attention Is
paid to functional spec

Consider what can go
wrong as well

PMost of what we care
about In security Is In the
non-functional areas
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Old school paradigms

Old school information
security solutions donC
adequately protect the
software

Consider IM, Skype,
WiFi, VPNs
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Testing isnOt working

Software testing does
not adequately address
security

Penetration testing is n
sufficient
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WeOve got to do better


































